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CVE CVE-2022-21824
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-24 19:15:00 UTC
Updated 2022-11-10 03:48:00 UTC
Description Due to the formatting logic of the "console.table()" function it was not safe to allow user controlled input to be passed to the

/ |
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Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 11.0 All All All
Application Netapp Oncommand Insight - All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Snapcenter - All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Nodejs Node.js All All All All
Application Oracle Mysql Cluster All All All All
Application Oracle Mysql Connectors All All All All
Application Oracle Mysql Enterprise Monitor All All All All
Application Oracle Mysql Server All All All All
Application Oracle Mysql Workbench All All All All
Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All All
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Application Oracle Peoplesoft Enterprise Peopletools 8.59

All All All

References

Reference Source
July 2022 MySQL Server Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM
January 10th 2022 Security Releases | Node.js MISC
March 2022 Node.js Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM
Oracle Critical Patch Update Advisory - April 2022 MISC
HackerOne MISC
[SECURITY] [DLA 3137-1] nodejs security update MLIST
Debian -- Security Information -- DSA-5170-1 nodejs DEBIAN
Oracle Critical Patch Update Advisory - July 2022 N/A
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Link Tags
security.netapp.com

nodejs.org

security.netapp.com
www.oracle.com
hackerone.com

lists.debian.org

www.debian.org
www.oracle.com

WWW.CVe.org canonical

nvd.nist.gov canonical, analy

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160231 Oracle Enterprise Linux Security Update for nodejs:14 (ELSA-2022-7830)

160361 Oracle Enterprise Linux Security Update for nodejs:16 (ELSA-2022-9073-1)

179565 Debian Security Update for nodejs (DSA 5170-1)

181111 Debian Security Update for nodejs (DLA 3137-1)

184410 Debian Security Update for nodejs (CVE-2022-21824)

240414 Red Hat Update for rh-nodejs12-nodejs security (RHSA-2022:4914)

240747 Red Hat Update for rh-nodejs14-nodejs (RHSA-2022:7044)

240851 Red Hat Update for nodejs:14 (RHSA-2022:7830)

241026 Red Hat Update for nodejs:16 security (RHSA-2022:9073)

241341 Red Hat Update for nodejs:14 security (RHSA-2023:1742)

282257 Fedora Security Update for nodejs (FEDORA-2022-78090d2099)

282263 Fedora Security Update for nodejs (FEDORA-2022-0eda327cb4)

296062 Oracle Solaris 11.4 Support Repository Update (SRU) 43.113.3 Missing (CPUJAN2022)

354342 Amazon Linux Security Advisory for nodejs : ALAS2022-2022-214


http://cve.report/vendor/oracle
http://cve.report/software/oracle/peoplesoft_enterprise_peopletools
https://security.netapp.com/advisory/ntap-20220729-0004/
https://nodejs.org/en/blog/vulnerability/jan-2022-security-releases/
https://security.netapp.com/advisory/ntap-20220325-0007/
https://www.oracle.com/security-alerts/cpuapr2022.html
https://hackerone.com/reports/1431042
https://lists.debian.org/debian-lts-announce/2022/10/msg00006.html
https://www.debian.org/security/2022/dsa-5170
https://www.oracle.com/security-alerts/cpujul2022.html
https://www.cve.org/CVERecord?id=CVE-2022-21824
https://nvd.nist.gov/vuln/detail/CVE-2022-21824
http://cve.report/qid/160231
http://cve.report/qid/160361
http://cve.report/qid/179565
http://cve.report/qid/181111
http://cve.report/qid/184410
http://cve.report/qid/240414
http://cve.report/qid/240747
http://cve.report/qid/240851
http://cve.report/qid/241026
http://cve.report/qid/241341
http://cve.report/qid/282257
http://cve.report/qid/282263
http://cve.report/qid/296062
http://cve.report/qid/354342

354509 Amazon Linux Security Advisory for nodejs : ALAS2022-2022-019

354537 Amazon Linux Security Advisory for nodejs : ALAS-2022-214

355273 Amazon Linux Security Advisory for nodejs : ALAS2023-2023-084

376254 Node.js Improper Handling of URI Subject Alternative Names Vulnerability (JAN 2022)

500441 Alpine Linux Security Update for nodejs

501456 Alpine Linux Security Update for nodejs

501973 Alpine Linux Security Update for nodejs

502124 Alpine Linux Security Update for nodejs-current

502138 Alpine Linux Security Update for openjdk11

504210 Alpine Linux Security Update for nodejs

690825 Free Berkeley Software Distribution (FreeBSD) Security Update for node.js (972ba0e8-8b8a-11ec-b369-6¢c3be5272acd)

690902 Free Berkeley Software Distribution (FreeBSD) Security Update for mysgl (8e150606-08c9-11ed-856e-d4c9ef517024)

751613 OpenSUSE Security Update for nodejs12 (openSUSE-SU-2022:0113-1)

751614 OpenSUSE Security Update for nodejs14 (openSUSE-SU-2022:0112-1)

752142 SUSE Enterprise Linux Security Update for nodejs10 (SUSE-SU-2022:1717-1)

753115 SUSE Enterprise Linux Security Update for nodejs12 (SUSE-SU-2022:0113-1)

753438 SUSE Enterprise Linux Security Update for nodejs14 (SUSE-SU-2022:0112-1)

900724 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (8852)

901601 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (8864-1)

940775 AlmaLinux Security Update for nodejs:14 (ALSA-2022:7830)

940859 AlmaLinux Security Update for nodejs:16 (ALSA-2022:9073)

960636 Rocky Linux Security Update for nodejs:14 (RLSA-2022:7830)
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