CVE

State

Assigner
Source Priority
Published
Updated

Description

CVE-2022-22075

MITRE NVD

CVE-2022-22075

PUBLIC

CVE.ORG

product-security@qualcomm.com

CVE Program / NVD first with legacy fallback

2023-03-10 21:15:00 UTC

2023-04-19 17:10:00 UTC

Information Disclosure in Graphics during GPU context switch.

Print: PDF %5

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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https://cve.report/
https://cve.report/CVE-2022-22075/mitre
https://cve.report/CVE-2022-22075/nist
https://cve.report/CVE-2022-22075/cve_org
https://cve.report/CVE-2022-22075.pdf
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8009_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8017
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8017_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8056
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8056_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8064au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8064au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8076
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8076_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8096au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/apq8096au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/aqt1000
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/aqt1000_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8031
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8031_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8035
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8035_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6620
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6620_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9150
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9150_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9206
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9206_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9250
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9250_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9607
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9607_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9628
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9628_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9650
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9650_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8108
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8108_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8208
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8208_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8209
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8209_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8608
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8608_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8917
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8917_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8952
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8952_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8956
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8956_firmware
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8976
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8976sg
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8976sg_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8976_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pq8052
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pq8052_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8295p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8295p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6174a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6310
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6310_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6320_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6335
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6335_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6390_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6391_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6420
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6420_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6426
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6426_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6430
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6430_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6436
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6436_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6564_firmware
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6574_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6584au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6584au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6595au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6696
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca6696_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8081
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8081_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8337
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca8337_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9367
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9367_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9377
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca9377_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcc5100
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcc5100_firmware
http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm2290_firmware
http://cve.report/vendor/qualcomm
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http://cve.report/vendor/qualcomm
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http://cve.report/software/qualcomm/qcm6125
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm6125_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm6490
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcm6490_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn7606
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn7606_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9074
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcn9074_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qcs2290
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http://cve.report/vendor/qualcomm
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CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

610471 Google Android Devices March 2023 Security Patch Missing

610484 Google Android April 2023 Security Patch Missing for Samsung
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