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CVE-2022-22116 - advisory for https://www.whitesourcesoftware.com/vulnerability-
database/

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Directus from Rangerstudio contain the following
vulnerability:

In Directus, versions 9.0.0-alpha.4 through 9.4.1 are vulnerable to
stored Cross-Site Scripting (XSS) vulnerability via SVG file upload in
media upload functionality. A low privileged attacker can inject arbitrary
javascript code which will be executed in a victim’s browser when they
open the image URL.

CVSS3 Score: 5.4 - MEDIUM

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW LOW REQUIRED

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

CHANGED LOW LOW NONE

CVSS2 Score: 3.5 - LOW

Access
Vector

Access
Complexity

Authentication

NETWORK MEDIUM SINGLE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE PARTIAL NONE

CVE-2022-22116 has been assigned by  vulnerabilitylab@whitesourcesoftware.com to track the vulnerability - currently rated as
MEDIUM  severity.

Affected Vendor/Software:  directus - directus version >= 9.0.0

Affected Vendor/Software:  directus - directus version <= 9.4.1
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CVE References

Description Tags Link

Add Content-Security-
Policy header by default
(#10776) ·
directus/directus@ec86d54
· GitHub

github.com

text/html

 MISC
github.com/directus/directus/commit/ec86d5412d45136915d9b622b4a890dd26932b10

CVE-2022-22116 |
WhiteSource Vulnerability
Database

www.whitesourcesoftware.com

text/html

 MISC www.whitesourcesoftware.com/vulnerability-database/CVE-2022-22116

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Rangerstudio Directus 9.0.0 - All All

Application Rangerstudio Directus 9.0.0 alpha10 All All

Application Rangerstudio Directus 9.0.0 alpha11 All All

Application Rangerstudio Directus 9.0.0 alpha12 All All

Application Rangerstudio Directus 9.0.0 alpha13 All All

Application Rangerstudio Directus 9.0.0 alpha14 All All

Application Rangerstudio Directus 9.0.0 alpha15 All All

Application Rangerstudio Directus 9.0.0 alpha16 All All

Application Rangerstudio Directus 9.0.0 alpha17 All All

Application Rangerstudio Directus 9.0.0 alpha18 All All

Application Rangerstudio Directus 9.0.0 alpha19 All All

Application Rangerstudio Directus 9.0.0 alpha20 All All

Application Rangerstudio Directus 9.0.0 alpha21 All All

Application Rangerstudio Directus 9.0.0 alpha22 All All

Application Rangerstudio Directus 9.0.0 alpha23 All All

Application Rangerstudio Directus 9.0.0 alpha24 All All

Application Rangerstudio Directus 9.0.0 alpha25 All All

Application Rangerstudio Directus 9.0.0 alpha26 All All

Application Rangerstudio Directus 9.0.0 alpha27 All All

Application Rangerstudio Directus 9.0.0 alpha31 All All
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Application Rangerstudio Directus 9.0.0 alpha32 All All

Application Rangerstudio Directus 9.0.0 alpha33 All All

Application Rangerstudio Directus 9.0.0 alpha34 All All

Application Rangerstudio Directus 9.0.0 alpha35 All All

Application Rangerstudio Directus 9.0.0 alpha36 All All

Application Rangerstudio Directus 9.0.0 alpha37 All All

Application Rangerstudio Directus 9.0.0 alpha38 All All

Application Rangerstudio Directus 9.0.0 alpha39 All All

Application Rangerstudio Directus 9.0.0 alpha4 All All

Application Rangerstudio Directus 9.0.0 alpha40 All All

Application Rangerstudio Directus 9.0.0 alpha41 All All

Application Rangerstudio Directus 9.0.0 alpha42 All All

Application Rangerstudio Directus 9.0.0 alpha5 All All

Application Rangerstudio Directus 9.0.0 alpha6 All All

Application Rangerstudio Directus 9.0.0 alpha7 All All

Application Rangerstudio Directus 9.0.0 alpha8 All All

Application Rangerstudio Directus 9.0.0 alpha9 All All

Application Rangerstudio Directus 9.0.0 beta0 All All

Application Rangerstudio Directus 9.0.0 beta1 All All

Application Rangerstudio Directus 9.0.0 beta10 All All

Application Rangerstudio Directus 9.0.0 beta11 All All

Application Rangerstudio Directus 9.0.0 beta12 All All

Application Rangerstudio Directus 9.0.0 beta13 All All

Application Rangerstudio Directus 9.0.0 beta14 All All

Application Rangerstudio Directus 9.0.0 beta2 All All

Application Rangerstudio Directus 9.0.0 beta3 All All

Application Rangerstudio Directus 9.0.0 beta4 All All

Application Rangerstudio Directus 9.0.0 beta5 All All

Application Rangerstudio Directus 9.0.0 beta7 All All

Application Rangerstudio Directus 9.0.0 beta8 All All

Application Rangerstudio Directus 9.0.0 beta9 All All

Application Rangerstudio Directus 9.0.0 rc0 All All

Application Rangerstudio Directus 9.0.0 rc1 All All

Application Rangerstudio Directus 9.0.0 rc10 All All

Application Rangerstudio Directus 9.0.0 rc100 All All

Application Rangerstudio Directus 9.0.0 rc101 All All
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Application Rangerstudio Directus 9.0.0 rc101 All All

Application Rangerstudio Directus 9.0.0 rc11 All All

Application Rangerstudio Directus 9.0.0 rc12 All All

Application Rangerstudio Directus 9.0.0 rc13 All All

Application Rangerstudio Directus 9.0.0 rc14 All All

Application Rangerstudio Directus 9.0.0 rc15 All All

Application Rangerstudio Directus 9.0.0 rc17 All All

Application Rangerstudio Directus 9.0.0 rc18 All All

Application Rangerstudio Directus 9.0.0 rc19 All All

Application Rangerstudio Directus 9.0.0 rc2 All All

Application Rangerstudio Directus 9.0.0 rc20 All All

Application Rangerstudio Directus 9.0.0 rc21 All All

Application Rangerstudio Directus 9.0.0 rc22 All All

Application Rangerstudio Directus 9.0.0 rc23 All All
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Application Rangerstudio Directus 9.0.0 rc25 All All

Application Rangerstudio Directus 9.0.0 rc26 All All

Application Rangerstudio Directus 9.0.0 rc27 All All

Application Rangerstudio Directus 9.0.0 rc28 All All

Application Rangerstudio Directus 9.0.0 rc29 All All

Application Rangerstudio Directus 9.0.0 rc3 All All
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Application Rangerstudio Directus 9.0.0 rc37 All All
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Application Rangerstudio Directus 9.0.0 rc40 All All

Application Rangerstudio Directus 9.0.0 rc41 All All

Application Rangerstudio Directus 9.0.0 rc42 All All

Application Rangerstudio Directus 9.0.0 rc43 All All
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