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CVE-2022-22154 - advisory for JSA11262

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assamvencLrrnunsucHan  Gertain versions of Junos from Juniper contain the foIIowing
: vulnerability:

In a Junos Fusion scenario an External Control of Critical State Data
vulnerability in the Satellite Device (SD) control state machine of
Juniper Networks Junos OS allows an attacker who is able to make
physical changes to the cabling of the device to cause a denial of
service (DoS). An SD can get rebooted and subsequently controlled by
an Aggregation Device (AD) which does not belong to the original Fusion setup and is just
connected to an extended port of the SD. To carry out this attack the attacker needs to have
physical access to the cabling between the SD and the original AD. This issue affects: Juniper
Networks Junos OS 16.1R1 and later versions prior to 18.4R3-S10; 19.1 versions prior to
19.1R3-57; 19.2 versions prior to 19.2R3-S4. This issue does not affect Juniper Networks
Junos OS versions prior to 16.1R1.

CVE-2022-22154 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as severity.
Juniper SIRT is not aware of any malicious exploitation of this vulnerability.

Affected Vendor/Software: JJ Juniper Networks - Junos OS version >= 16.1R1

Affected Vendor/Software: JJ Juniper Networks - Junos OS version < 18.4R3-S10

Affected Vendor/Software: JJ Juniper Networks - Junos OS version < 19.1R3-S7

Affected Vendor/Software: JJ Juniper Networks - Junos OS version < 19.2R3-S4

Affected Vendor/Software: JJ Juniper Networks - Junos OS version !< 16.1R1

Vulnerability Patch/Work Around

There are no viable workarounds for this issue other than ensuring that the wiring between the AD and the SD can't be tampered with.

Attark Attack Privilanee llear


https://cve.report/
https://cve.report/CVE-2022-22154/mitre
https://cve.report/CVE-2022-22154/nist
https://cve.report/CVE-2022-22154/cve_org
https://cve.report/CVE-2022-22154.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper

e e R .
Vector Complexity Required Interaction
Low [ NONE | [ NONE |
Scope Confidentiality Integrity Availability

Impact Impact Impact
CVSS2 Score: [4EEMEDIUM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References |

Description Tags Link

2022-01 Security Bulletin: Junos Fusion: A Satellite Device can be controlled by rewiring it to a CONFIRM
foreign AD causing a DoS (CVE-2022-22154) - Juniper Networks kb.juniper.net/JSA11262

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

43938 Juniper Network Operating System (Junos OS) Denial of Service (DoS) Vulnerability (JSA11262)

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos 16.1 r1 All All
System

Operating Juniper Junos 16.1 r2 All All
System

Operating Juniper Junos 16.1 r3 All All
System

Operating Juniper Junos 16.1 r3-s10 All All
System

Operating Juniper Junos 16.1 r3-s11 All All
System

Operating Juniper Junos 16.1 r3-s8 All All
System

Operating Juniper Junos 16.1 r4 All All
System

Operating Juniper Junos 16.1 r4-s12 All All
Svstem


http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://kb.juniper.net/JSA11262
mailto:%20comment@cve.report
http://cve.report/qid/43938
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
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cpe:2.3:0:juniper:junos:16.1:r3-s8:*:*:*:**:*:

cpe:2.3:0:juniper:junos:16.1:r4: "

cpe:2.3:0:juniper:;junos:16.1:r4-s12:*:*:**:*:*:

cpe:2.3:0:juniper:;junos:16.1:r4-s2:*:**:**:*:

cpe:2.3:0:juniper:junos:16.1:r4-s3:***:**:*:

cpe:2.3:0:juniper:;junos:16.1:r4-s4:*:**:**:*:

cpe:2.3:0:juniper:;junos:16.1:r4-s6:*:*:*:**:*:

cpe:2.3:0:juniper:;junos:16.1:r4-s8:*:*:*:**:*:

cpe:2.3:0:juniper:junos:16.1:r4-s9:*:*:*:**:*:

cpe:2.3:0:juniper:;junos:16.1:r5:*:**:*:*:

cpe:2.3:0:juniper:junos:16.1:r5-s4 " " *:*:

cpe:2.3:0:juniper:junos:16.1:r6:*:**:*:*:*:

cpe:2.3:0:juniper:junos:16.1:r6-s1:**: " *:*:

cpe:2.3:0:juniper:junos:16.1:r6-s3:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:16.1:r6-s4:**: " *:*:

cpe:2.3:0:juniper:junos:16.1:r6-s6:*:*:*:**:*:

cpe:2.3:0:juniper:junos:16.1:r7: "

cpe:2.3:0:juniper:junos:16.1:r7-s2:*:*: " *:*:

cpe:2.3:0:juniper:junos:16.1:r7-s3:":*: "

cpe:2.3:0:juniper:junos:16.1:r7-s4:**: " *:*:

cpe:2.3:0:juniper:junos:16.1:r7-s5:* "

cpe:2.3:0:juniper:junos:16.1:r7-s6:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:16.1:r7-s7:*:*:**:*:*:

dkkakk k.

cpe:2.3:0:juniper:junos:16.1:r7-s8:*:*:*:*:*:*:

L

cpe:2.3:0:juniper:junos:16.1x65:*:*:***:*:*:

e_akakakokukuk.

cpe:2.3:0:juniper:junos:16.1x65:-:*:*:**:*:*:

dkk Lk kkak.

cpe:2.3:0:juniper:junos:16.1x65:d30:*:*:*:*:*:*:

e m A Am it m i A A A AT AT ok k ok k kL k.
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dkakuk Lk kuk.

cpe:2.3:0:juniper:junos:16.1x65:d40:*:*:**:*:*:

SRk ak kR akak.

cpe:2.3:0:juniper:;junos:16.1x70: :**:*

ek kKoK kLK,

cpe:2.3:0:juniper:;junos:16.2:-:* "

Lk Lk ak kR k.

cpe:2.3:0:juniper:;junos:16.2:r2-s1:*:**:**:*:

Kk kKR k.

cpe:2.3:0:juniper:junos:16.2:r2-s10:*:*:*:*:*:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:16.2:r2-s2:**:*:* *:*;

dkakakakakak,

cpe:2.3:0:juniper:junos:16.2:r2-s5:**:* " *:*:

cpe:2.3:0:juniperjunos:17.1:-* "

cpe:2.3:0:juniper:junos:17.1:r1 =

cpe:2.3:0:juniper:junos:17.1:r1-s7:* "

cpe:2.3:0:juniper:junos:17.1:r2: ="

cpe:2.3:0:juniper:junos:17.1:r2-s1: " "

cpe:2.3:0:juniper:junos:17.1:r2-s10: "

cpe:2.3:0:juniper:junos:17.1:r2-s1 1%

cpe:2.3:0:juniper:junos:17.1:r2-s2:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:17.1:r2-s3:*:*:* %"

cpe:2.3:0:juniper:junos:17.1:r2-s4:*:*:**:*:*:

cpe:2.3:0:juniper:junos:17.1:r2-s5::***:*:*:

cpe:2.3:0:juniper:junos:17.1:r2-s6:*:* " *::



cpe:2.3:0:juniper:junos:17.1:r2-s7:***:

cpe:2.3:0:juniper:junos:17.1:r2-s8:***:**:*:

cpe:2.3:0:juniper:;junos:17.1:r2-s9:*:*:*:**:*:

cpe:2.3:0:juniper:;junos:17.1:r3:*

cpe:2.3:0:juniper:junos:17.1:r3-s1 ™

cpe:2.3:0:juniper:;junos:17.1:r3-s2:*:**:**:*:

cpe:2.3:0:juniper:;junos:17.1:r3-s3:*:**:**:*:

ek kKoK oKk,

cpe:2.3:0:juniper:;junos:17.2:-:*

Kk koK Rk,

cpe:2.3:0:juniper:;junos:17.2:r1

Sk Rk Lk akak,

cpe:2.3:0:juniper;junos:17.2:r1-s1 ™

dkkakkakak.

cpe:2.3:0:juniper:junos:17.2:r3-s1: 7 *:*:

dkkakkukuk.

cpe:2.3:0:juniper:junos:17.2:r3-s2::*:**:*:*:

dkkakk k.

cpe:2.3:0:juniper:junos:17.2:r3-s3:*:* "

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:17.2:r3-s4:*:***:*:*:



e_akakukokukok.

cpe:2.3:0:juniper:junos:17.2x75:- "

KKk kKK,

cpe:2.3:0:juniper:junos:17.2x75:d102:*:*:**:*:*:

Kk kKR k.

cpe:2.3:0:juniper:junos:17.2x75:d110: " "™

dkakk Lk kak.

cpe:2.3:0:juniper:junos:17.2x75:d50:*:**:**:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:17.2x75:d70:*:**:**:*:

dkakk ok akak.

cpe:2.3:0:juniper:junos:17.2x75:d91 :*****:*:

ek Rk ok akak,

cpe:2.3:0:juniper:junos:17.2x75:d92:*:**:**:*:

ek kKoK oKk,

cpe:2.3:0:juniper:;junos:17.3:-*

KKk akak k.

cpe:2.3:0:juniper;junos:17.3:r1

kKK akLkuk.

cpe:2.3:0:juniper:junos:17.3:r3-s12:* "

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:17.3:r3-s2::*:* " *:

dkkakkukak.

cpe:2.3:0:juniper:junos:17.3:r3-s3:* "

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:17.3:r3-s4:*:****:*:



Lk Lk ak Lk kak.

cpe:2.3:0:juniper:junos:17.3:r3-s6:*:*:**:*:*:

LRk kR Lk uk.

cpe:2.3:0:juniper:junos:17.3:r3-s8:*:* " *:*:

LRk kR Lk uk,

cpe:2.3:0:juniper:junos:17.3:r3-s9:***:**:*:

KKk oKk k.

cpe:2.3:0:juniper:;junos:17.3:r4:

ek ok ok ok oKk,

cpe:2.3:0:juniper:;junos:17.4:-*

LRk kR akak,

cpe:2.3:0:juniper:junos:17.4:r1-s1: %"

dkak kR ok ak,

cpe:2.3:0:juniper:junos:17.4:r1-s2:***:* *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:17.4:r1-s3:***:* *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:17.4:r1-s4:** " *:*:

dkkakkkuk.

cpe:2.3:0:juniper:junos:17.4:r2-s6:*:*:**:*:*:

dkak Lk kukuk.

cpe:2.3:0:juniper:junos:17.4:r2-s7:*:*:**:*:*:

dkkakkkak.

cpe:2.3:0:juniper:junos:17.4:r2-s9:*:***:*:*:



KKk akakuk.

cpe:2.3:0:juniper:junos:17.4:r3: "

dkk kR kuk.

cpe:2.3:0:juniper:junos:17.4:r3-s1:** " *:

LRk kR kuk.

cpe:2.3:0:juniper:junos:17.4:r3-s3: " *:*:

Lk kR Lk akuk,

cpe:2.3:0:juniper:junos:17.4:r3-s4****

LRk kR akuk,

cpe:2.3:0:juniper:junos:17.4:r3-s5:*** " *:*:

cpe:2.3:0:juniper:;junos:18.1: " "

ek kKoK kK,

cpe:2.3:0:juniper:;junos:18.1:-* "

cpe:2.3:0:juniper:;junos:18.1:r*:**

cpe:2.3:0:juniper;junos:18.1:r1:*:*

cpe:2.3:0:juniper;junos:18.1:r2:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r2-s1:**: " *:*:

cpe:2.3:0:juniper:junos:18.1:r2-s2:*:*: " *:*:

cpe:2.3:0:juniper:junos:18.1:r2-s4:**: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3: ™

cpe:2.3:0:juniper:junos:18.1:r3-s1: " " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s10: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s11: " "™

cpe:2.3:0:juniper:junos:18.1:r3-s12::*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s13:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s2:*:*: " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s3:™:*: """

cpe:2.3:0:juniper:junos:18.1:r3-s4:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s5:* " *:*:

cpe:2.3:0:juniper:junos:18.1:r3-s6:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s7:*:*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s8::*:*:*:*:*:

cpe:2.3:0:juniper:junos:18.1:r3-s9::*:**:*:*:

cpe:2.3:0:juniper:junos:18.1:r4:*****::



dkukk Lk k k.

cpe:2.3:0:juniper:junos:18.1x75:d10:*:**:*:*:*:

e ek kKoK kK,

cpe:2.3:0:juniper:;junos:18.2:-* "

Kk kKRR,

cpe:2.3:0:juniper:;junos:18.2:r1:**:*

ek kKoK ok,

cpe:2.3:0:juniper:junos:18.2:r1:-* "

LRk kR Rk,

cpe:2.3:0:juniper:junos:18.2:r1-s2:**:*:**:*:

Lk Kk Lk akak,

cpe:2.3:0:juniper:junos:18.2:r1-s4:***:* *:*:

dkakakak ok ak,

cpe:2.3:0:juniper:junos:18.2:r1-s5:***:**:*:

Kk ok akak k.

cpe:2.3:0:juniper:junos:18.2:r2:*:**:*:*:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.2:r2-s1:**:* " *:*:

dkkakkakak.

cpe:2.3:0:juniper:junos:18.2:r3-s1:*:*: """

dkkakkakak.

cpe:2.3:0:juniper:junos:18.2:r3-s2:*:*:* " *:*:

dkkakkkak.

cpe:2.3:0:juniper:junos:18.2:r3-s4:*:*:**:*:*:

dkukakkukuk.

cpe:2.3:0:juniper:junos:18.2:r3-s5::** " *:

dkkakk k.

cpe:2.3:0:juniper:junos:18.2:r3-s6:*:*:*:*:*:*:

dkkakkkuk.

cpe:2.3:0:juniper:junos:18.2:r3-s7:*:***:*:*:



dk Rk kR akak.

cpe:2.3:0:juniper:junos:18.2x75:* ™

dk Kk ok kak,

cpe:2.3:0:juniper:junos:18.2x75:d30:*:*:*:*:*:*:

dkakak ok akak.

cpe:2.3:0:juniper:junos:18.2x75:d40:*:****:*:

dk Rk Lk akak.

cpe:2.3:0:juniper:junos:18.2x75:d51 :***:**:*:

dkakakakakak.

cpe:2.3:0:juniper:junos:18.2x75:d60:™:":*:*:*:*:

dkakak kR akak.

cpe:2.3:0:juniper:junos:18.2x75-d10:*: ™"

cpe:2.3:0:juniper:junos:18.3:-** " "™

cpe:2.3:0:juniper:junos:18.3:r:*: " ™

dkkakkakak.

cpe:2.3:0:juniper:junos:18.3:r1-s6:*:*:*:*:*:*:

akak Lk akukk.

cpe:2.3:0:juniper:junos:18.3:r2: " *:

dkkakkukuk.

cpe:2.3:0:juniper:junos:18.3:r2-s2:*:*:*:*:*:*:

dkkakkukuk.

cpe:2.3:0:juniper:junos:18.3:r2-s3:*:** " *:

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:18.3:r2-s4:*:*:**:*:*:

akakukakukuk.

cpe:2.3:0:juniper:junos:18.3:r3:*:**:*:*:*:

AnAD iatinininarininac 1 Q 2:¢Q od Fakakokukk,



UNMG.L.0WVLJUTTPGTJUTIUD. TUWJLIU™D . v v s s

dkak kR kuk.

cpe:2.3:0:juniper:junos:18.3:r3-s2::*:**:*:*:

LRk kR kuk.

cpe:2.3:0:juniper:junos:18.3:r3-s4 ™ " *:*:

Lkakkkkuk.

cpe:2.3:0:juniper:junos:18.3:r3-s5:***:**:*:

LRk kR kuk,

cpe:2.3:0:juniper:junos:18.3:r3-s6:*:*:*:**:*:

ek ok ok ok ok Lk,

cpe:2.3:0:juniper:;junos:18.4:-****

dkakakkakak,

cpe:2.3:0:juniper:junos:18.4:r1-s3:***:**:*:

dkak kR ok ak,

cpe:2.3:0:juniper:junos:18.4:r1-s4: > *:*:

dkkakkakak.

cpe:2.3:0:juniper:junos:18.4:r2-s6:*:*: " *:*:

dkkakkakak.

cpe:2.3:0:juniper:junos:18.4:r2-s7:*:*:**:*:*:

dkkakkkak.

cpe:2.3:0:juniper:junos:18.4:r2-s8:*:*:*:*:*:*:

e ek kKKK Lk,

cpe:2.3:0:juniper:junos:19.1:- %

KRk akukuk.

cpe:2.3:0:juniper:junos:19.1:r1 %

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:19.1:r1-s1 "

dkkakkukak.

cpe:2.3:0:juniper:junos:19.1:r1-s2: " *::



cpe:2.3:0:juniper:junos:19.1:r1-s3:*:*:**:*:*:
cpe:2.3:0:juniper:junos:19.1:r1-s4:**:**:*:*:
cpe:2.3:0:juniper:junos:19.1:r1-s5:** "
cpe:2.3:0:juniper:junos:19.1:r1-s6:*:*:*:**:*:
cpe:2.3:0:juniper:;junos:19.1:r2:**:*
cpe:2.3:0:juniper:;junos:19.1:r2-s1 ™
cpe:2.3:0:juniper:junos:19.1:r2-s2:**:*:**:*:
cpe:2.3:0:juniper:junos:19.1:r3-s7:**:*:**:*:
cpe:2.3:0:juniper:;junos:19.2:-* "

Kk kKR ak.

cpe:2.3:0:juniper:;junos:19.2:r1 :**:*

dkakakakakak,

cpe:2.3:0:juniper:junos:19.2:r1-s1:***:**:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:19.2:r1-s2:* " *:*:

No vendor comments have been submitted for this CVE

Social Mentions
Source Title Posted (UTC)

@softek_jp  Juniper Networks Junos OS @ SD flfflR 7 — FI ¥ > OMIBICY — EXEIHE SN 3 MR%E (CVE- 2022-01-14
2022-22154) [41008] sid.softek.jp/content/show/4... #SIDfm #AE35tEEHR 06:04:01

@CVEreport CVE-2022-22154 : In a Junos Fusion scenario an External Control of Critical State Data vulnerability =~ 2022-01-19
in the Satelli... twitter.com/i/web/status/1... 00:25:47
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