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An Uncontrolled Resource Consumption vulnerability in the handling of IPv6 neighbor state change events in Juniper Netw(
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Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Juniper Acx5448 - All All All
Juniper Junos 18.4 - All All
Juniper Junos 18.4 r1 All All
Juniper Junos 18.4 r1-si All All
Juniper Junos 18.4 r1-s2 All All
Juniper Junos 18.4 r1-s3 All All
Juniper Junos 18.4 r1-s4 All All
Juniper Junos 18.4 r1-s5 All All
Juniper Junos 18.4 r1-s6 All All
Juniper Junos 18.4 r1-s7 All All
Juniper Junos 18.4 r2 All All
Juniper Junos 18.4 r2-si All All
Juniper Junos 18.4 r2-s2 All All
Juniper Junos 18.4 r2-s3 All All
Juniper Junos 18.4 r2-s4 All All
Juniper Junos 18.4 r2-sb All All
Juniper Junos 18.4 r2-s6 All All
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Operating System Juniper Junos 19.2 r1-s5 All All
Operating System Juniper Junos 19.2 r1-s6 All All
Operating System Juniper Junos 19.2 r1-s7 All All
Operating System Juniper Junos 19.2 r2 All All
Operating System Juniper Junos 19.2 r2-si All All
Operating System Juniper Junos 19.2 r3 All All
Operating System Juniper Junos 19.2 r3-s1 All All
Operating System Juniper Junos 19.3 - All All
Operating System Juniper Junos 19.3 r1 All All
Operating System Juniper Junos 19.3 r1-s1 All All
Operating System Juniper Junos 19.3 r2 All All
Operating System Juniper Junos 19.3 r2-si All All
Operating System Juniper Junos 19.3 r2-s2 All All
Operating System Juniper Junos 19.3 r2-s3 All All
Operating System Juniper Junos 19.3 r2-s4 All All
Operating System Juniper Junos 19.3 r2-s5 All All
Operating System Juniper Junos 19.3 r3 All All
Operating System Juniper Junos 19.3 r3-s1 All All
Operating System Juniper Junos 19.4 r1 All All
Operating System Juniper Junos 19.4 r1-si All All
Operating System Juniper Junos 19.4 r1-s2 All All
Operating System Juniper Junos 19.4 r2 All All
Operating System Juniper Junos 19.4 r2-si All All
Operating System Juniper Junos 20.1 r1 All All
Operating System Juniper Junos 201 r1-s1 All All
Operating System Juniper Junos 20.1 r1-s2 All All
Operating System Juniper Junos 201 r1-s3 All All
Operating System Juniper Junos 20.1 r1-s4 All All
Operating System Juniper Junos 20.2 r1 All All
Reference Sourt

2022-01 Security Bulletin: Junos OS: ACX5448: FPC memory leak due to IPv6 neighbor flaps (CVE-2022-22155) - Juniper Networks ~ CONF
CVE Program record CVE.(

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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