CVE

State

Assigner
Source Priority
Published
Updated

Description

/

MITRE

CVE-2022-22162
PUBLIC

sirt@juniper.net

CVE-2022-22162

NVD

CVE.ORG

CVE Program / NVD first with legacy fallback

2022-01-19 01:15:00 UTC
2022-01-26 17:51:00 UTC

A Generation of Error Message Containing Sensitive Information vulnerability in the CLI of Juniper Networks Junos OS allo'

Risk And Classification

Problem Types: CWE-209

NVD Known Affected Configurations (CPE 2.3)
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Operating System Juniper Junos 20.4 r2 All All
Operating System Juniper Junos 20.4 r2-s1 All All
Operating System Juniper Junos 20.4 r3 All All
Operating System Juniper Junos 21.1 r1 All All
Operating System Juniper Junos 21.1 r1-s1 All All
Operating System Juniper Junos 21.1 r2 All All
Operating System Juniper Junos 21.2 r1 All All
Reference

2022-01 Security Bulletin: Junos OS: A low privileged user can elevate their privileges to the ones of the highest privileged j-web user logged i
CVE Program record

NVD vulnerability detail

/| |

Vendor Comments And Credit

Discovery Credit

LEGACY: The Juniper SIRT would like to acknowledge and thank Andy Coles of Microsoft
MSRC Vulnerabilities and Mitigations Team for responsibly reporting this issue.

Legacy QID Mappings

43937 Juniper Network Operating System (Junos OS) Privilege Escalation Vulnerability (JSA11270)
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