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A Stack-based Buffer Overflow vulnerability in the flow processing daemon (flowd) of Juniper Networks Junos OS on MX Si
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Risk And Classification

Problem Types: CWE-121

NVD Known Affected Configurations (CPE 2.3)

Type
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Hardware
Hardware

Hardware
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Vendor Product Version Update Edition Language
Juniper Junos 20.4 r1 All All
Juniper Junos 20.4 r1-s1 All All
Juniper Junos 20.4 r2 All All
Juniper Junos 20.4 r2-si All All
Juniper Junos 20.4 r2-s2 All All
Juniper Junos 20.4 r3 All All
Juniper Junos 20.4 r3-s1 All All
Juniper Junos 21.1 r1 All All
Juniper Junos 21.1 r1-si All All
Juniper Junos 21.1 r2 All All
Juniper Junos 21.2 r1 All All
Juniper Junos 21.2 r1-si All All
Juniper Junos 21.3 r1 All All
Juniper Mx10 - All All All
Juniper Mx10000 - All All All
Juniper Mx10003 - All All All

Juniper Mx10008 - All All All
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Hardware Juniper Srx550m - All All All
Hardware Juniper Srx550 Hm - All All All
Hardware Juniper Srx5600 - All All All
Hardware Juniper Srx5800 - All All All
Hardware Juniper Srx650 - All All All
Reference

2022-01 Security Bulletin: MX Series and SRX series: Flowd core observed if the SIP ALG is enabled and a specific Session Initiation Protocc
CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

43930 Juniper JUNOS Session Initiation Protocol (SIP) Application Layer Gateway (ALG) Denial of Service (DoS) Vulnerability
(JSA11284)
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