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CVE-2022-22182 - advisory for JSA69519
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cssanmvancLranursucHan  Gertain versions of Junos from Juniper contain the foIIowing
vulnerability:

A Cross-site Scripting (XSS) vulnerability in Juniper Networks Junos
OS J-Web allows an attacker to construct a URL that when visited by
another user enables the attacker to execute commands with the
target's permissions, including an administrator. This issue affects:
Juniper Networks Junos OS 12.3 versions prior to 12.3R12-S19; 15.1
versions prior to 15.1R7-S10; 18.3 versions prior to 18.3R3-S5; 18.4 versions prior to 18.4R2-
S10, 18.4R3-S9; 19.1 versions prior to 19.1R2-S3, 19.1R3-S6; 19.2 versions prior to 19.2R1-
S8, 19.2R3-S3; 19.3 versions prior to 19.3R2-S6, 19.3R3-S3; 19.4 versions prior to 19.4R3-
S5; 20.1 versions prior to 20.1R3-S2; 20.2 versions prior to 20.2R3-S2; 20.3 versions prior to
20.3R3; 20.4 versions prior to 20.4R2-S2, 20.4R3; 21.1 versions prior to 21.1R1-S1, 21.1R2;
21.2 versions prior to 21.2R1-S1, 21.2R2.

\\.-.,..4%

AV

CVE-2022-22182 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as severity.

Juniper SIRT is not aware of any malicious exploitation of this vulnerability.

Vulnerability Patch/Work Around

To reduce the risk of exploitation of this issue, use access lists or firewall filters to limit access to only trusted administrative networks,
hosts and users. Alternatively, J-Web can be disabled.

CVSS3 Score: ~6.1-MEDIUM

Attack Attack Privileges User

Vector Complexity Required Interaction

Low [ NONE |

Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |

CVSS2 Score: 4.3-MEDIUM


https://cve.report/
https://cve.report/CVE-2022-22182/mitre
https://cve.report/CVE-2022-22182/nist
https://cve.report/CVE-2022-22182/cve_org
https://cve.report/CVE-2022-22182.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/cvsscalc.php

Access Access Authentication

Vector Complexity

[ NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
CEC Juniper Community CONFIRM Kkb.juniper.net/JSA69519

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

43928 Juniper Network Operating System (Junos OS) Cross-Site Scripting (XSS) Vulnerability (JSA69519)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos 12.3 - All All
System

Operating Juniper Junos 12.3 r1 All All
System

Operating Juniper Junos 12.3 r10 All All
System

Operating Juniper Junos 12.3 r10-s1 All All
System

Operating Juniper Junos 12.3 r10-s2 All All
System

Operating Juniper Junos 12.3 ri1 All All
System

Operating Juniper Junos 12.3 ri2 All All
System

Operating Juniper Junos 12.3 r12-si All All
System

Operating Juniper Junos 12.3 r12-s10 All All
System

Operating Juniper Junos 12.3 r12-s11 All All
System

Operating Juniper Junos 12.3 r12-s12 All All
System

Operatina Juniper Junos 12.3 r12-s13 All All
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Operating Juniper Junos 20.2 r2-s1
System

Operating Juniper Junos 20.2 r2-s2
System

Operating Juniper Junos 20.2 r2-s3
System

Operating Juniper Junos 20.2 r3
System

Operating Juniper Junos 20.2 r3-s1
System

Operating Juniper Junos 20.3 -
System

Operating Juniper Junos 20.3 r1
System

Operating Juniper Junos 20.3 r1-s1
System

Operating Juniper Junos 20.3 r2
System

Operating Juniper Junos 20.3 r2-si
System

Operating Juniper Junos 20.4 -
System

Operating Juniper Junos 20.4 r1
System

Operating Juniper Junos 20.4 r1-s1
System

Operating Juniper Junos 20.4 r2
System

Operating Juniper Junos 20.4 r2-s1
System

Operating Juniper Junos 21.1 -
System

Operating Juniper Junos 21.1 r1
System

Operating Juniper Junos 21.2 r1
System

e ek kLK Lk Lk,

cpe:2.3:0:juniper:junos:12.3:-:*

akak Lk akakuk.

cpe:2.3:0:juniper:junos:12.3:r1

Skukakuk kK.

cpe:2.3:0:juniper:junos:12.3:r10:*:*:*:

All

All
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Skk ok kkak.

cpe:2.3:0:juniper:junos:12.3:r12:*: " ™

Skk ok kkuk,

cpe:2.3:0:juniper:junos:12.3:r12-s12:* "

Skkakakkak,

cpe:2.3:0:juniper:junos:12.3:r12-s13:*****:*:

Skakakakakak,

cpe:2.3:0:juniper:junos:12.3:r12-s17:* %"

Skak ok akakak,

cpe:2.3:0:juniper:junos:12.3:r12-s18:*:*:* "

ek oKk ok oKk,

cpe:2.3:0:juniperjunos:15.1 - "%

akak KKk k.

cpe:2.3:0:juniper:junos:15.1:f4:%*

akLk kKKK,

cpe:2.3:0:juniper:junos:15.1:f5:%

akLk kKK k.

cpe:2.3:0:juniper:junos:15.1:f6:":*

dkk Lk kkak.

cpe:2.3:0:juniper:junos:15.1:f6-s1:*:*:*

KLk kKR k.

cpe:2.3:0:juniper:junos:15.1:f6-s10:":*:***::

KKk akukk.

cpe:2.3:0:juniper:junos:15.1:f6-s12:*:*:***:*:

AnAD iatinininarininac 1R 4 R aDFkakkokak,



UNMG.L.0ULJUTTPTTJUTIUD. TU. 11U™D&. « v v v . s

dkak Lk kkuk.

cpe:2.3:0:juniper:junos:15.1:f6-s3:*:***:*:*:

dkakk Lk kak.

cpe:2.3:0:juniper:junos:15.1:f6-s5:*: " *:

dkakk Lk akak.

cpe:2.3:0:juniper:junos:15.1:f6-s6:*:*:**:*:*:

dkakkakakak.

cpe:2.3:0:juniper:junos:15.1:f6-s7:*: """

dk Rk ok akak.

cpe:2.3:0:juniper:junos:15.1:f6-s8:*:***:*:*:

Kk kKR k.

cpe:2.3:0:juniper:;junos:15.1:f7:

Skak ok akakak,

cpe:2.3:0:juniper:;junos:15. 1o

cpe:2.3:0:juniperjunos:15.1:r1

cpe:2.3:0:juniper:junos:15.1:r2: >

cpe:2.3:0:juniper:junos:15.1:r3: "

cpe:2.3:0:juniper:junos:15.1:r4 > >

cpe:2.3:0:juniper:junos:15.1:r4-s7:* "

cpe:2.3:0:juniper:junos:15.1:r4-s8:*:*: " *:*:

cpe:2.3:0:juniper:junos:15.1:r4-s 9" " *:*:

cpe:2.3:0:juniper:junos:15.1:r5: "

cpe:2.3:0:juniper:junos:15.1:r5-s1: " "

cpe:2.3:0:juniper:junos:15.1:r5-3:* "

cpe:2.3:0:juniper:junos:15.1:r5-s5:* "

cpe:2.3:0:juniper:junos:15.1:r5-s6:*:*: " *:*:

cpe:2.3:0:juniper:junos:15.1:r6:** """

cpe:2.3:0:juniper:junos:15.1:r6-s1:*:*:**:*:*:

cpe:2.3:0:juniper:junos:15.1:r6-s2:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:15.1:r6-s3:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:15.1:r6-s4:*:*:**:*:*:

cpe:2.3:0:juniper:junos:15.1:r6-s6:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:15.1:r7: ="



cpe:2.3:0:juniper:junos:15.1:r7-s1:

cpe:2.3:0:juniper:junos:15.1:r7-s2:***:**:*:

cpe:2.3:0:juniper:;junos:15.1:r7-s3: ™

cpe:2.3:0:juniper:;junos:15.1:r7-s4:*:**:**:*:

cpe:2.3:0:juniper:;junos:15.1:r7-s5: ™

cpe:2.3:0:juniper:;junos:15.1:r7-s6:*:*:*:**:*:

cpe:2.3:0:juniper:;junos:15.1:r7-s7:*:**:**:*:

cpe:2.3:0:juniper:;junos:15.1:r7-s8:*:**:**:*:

cpe:2.3:0:juniper:;junos:15.1:r7-s9: 1 :*:

ek kKooK ok,

cpe:2.3:0:juniper:;junos:18.3:-* " "

dkkak Lk ukuk.

cpe:2.3:0:juniper:junos:18.3:r3-s2::*:**:*:*:

dkk Lk kukak.

cpe:2.3:0:juniper:junos:18.3:r3-s3:*:*:* " *:

SRRk kkuk.

cpe:2.3:0:juniper:junos:18.3:r3-s4:*:***:*:*:



e ek kKoK kLK,

cpe:2.3:0:juniper:junos:18.4:-* " ™

KRk akakuk.

cpe:2.3:0:juniper:junos:18.4:r1 "

dkak kR kuk.

cpe:2.3:0:juniper:junos:18.4:r1-s1:***:

LRk kR akuk,

cpe:2.3:0:juniper:junos:18.4:r1-s3:**:*:**:*:

LRk kR Lk uk,

cpe:2.3:0:juniper:junos:18.4:r1-s4:***:**:*:

Lkak kR akuk,

cpe:2.3:0:juniper:junos:18.4:r1-s5:***:**:*:

LRk kR Lk ak,

cpe:2.3:0:juniper:junos:18.4:r1-s6:*:*:*:**:*:

Kk kKR k.

cpe:2.3:0:juniper:;junos:18.4:r2:*:*:**:*:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.4:r2-s1:**:*:**:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:18.4:r2-s2:*:*:*:*:*:*:

Akak Lk akakk.

cpe:2.3:0:juniper:junos:18.4:r3-s10:*:*:":*:

akLk LKk Lk k.

cpe:2.3:0:juniper:junos:18.4:r3-s11: " "

dkkk Lk ukuk.

cpe:2.3:0:juniper:junos:18.4:r3-s5:*:***:*:*:

dkk Lk kukak.

cpe:2.3:0:juniper:junos:18.4:r3-s6:*:*:**:*:*:



dkk Lk kkuk.

cpe:2.3:0:juniper:junos:18.4:r3-s8:*:*:**:*:*:

ek kKoK kLK,

cpe:2.3:0:juniper:junos:19.1:-* " ™

KKk akakuk.

cpe:2.3:0:juniper;junos:19.1:r1:

cpe:2.3:0:juniper:junos:19.1:r1-s1:

cpe:2.3:0:juniper:;junos:19.1:r1-s2: ™

cpe:2.3:0:juniper:;junos:19.1:r1-s3: ™

cpe:2.3:0:juniper:;junos:19.1:r1-s4: "

cpe:2.3:0:juniper:;junos:19.1:r1-s5: ™

cpe:2.3:0:juniper:;junos:19.1:r1-s6:*:**:**:*:

cpe:2.3:0:juniper;junos:19.1:r2:**:**:*:*:

cpe:2.3:0:juniper:junos:19.1:r2-s1:** " *:*:

cpe:2.3:0:juniper:junos:19.1:r2-s2:**:* " *:*:

cpe:2.3:0:juniper:junos:19.1:r3:*:** ™

cpe:2.3:0:juniper:junos:19.1:r3-s1:" "

cpe:2.3:0:juniper:junos:19.1:r3-s2:**: " *:*:

cpe:2.3:0:juniper:junos:19.1:r3-s3:" " *:*:

cpe:2.3:0:juniper:junos:19.1:r3-s4: " " *:*:

cpe:2.3:0:juniper:junos:19.1:r3-s5:" """

cpe:2.3:0:juniper:junos:19.2:-* "

dkkakukakak.

cpe:2.3:0:juniper:junos:19.2:r1-s1: """

dkkakakakak.

cpe:2.3:0:juniper:junos:19.2:r1-s2:*:*: " *:*:

dkkakkkak.

cpe:2.3:0:juniper:junos:19.2:r1-s3:*:*: """

dkkakkkuk.

cpe:2.3:0:juniper:junos:19.2:r1-s7:*:*:**:*:*:

akakLkakukuk.

cpe:2.3:0:juniper:junos:19.2:r3:*:* ¥ :*:*:



dkk Lk kkuk.

cpe:2.3:0:juniper:junos:19.2:r3-s1:*:*:**:*:*:

dkakukkkuk.

cpe:2.3:0:juniper:junos:19.2:r3-s2:*:*:**:*:*:

ek kKoK kK,

cpe:2.3:0:juniper:junos:19.3:-* " ™

KKk kLR k.

cpe:2.3:0:juniper:junos:19.3:r1

KKk ok kR,

cpe:2.3:0:juniper:;junos:19.3:r2:*:*:*

Lkak kR kuk,

cpe:2.3:0:juniper:junos:19.3:r2-s1:***:**:*:

Lkak kR akak,

cpe:2.3:0:juniper:junos:19.3:r2-s2:**:*:* *:*:

Lkak ok ak ok uk,

cpe:2.3:0:juniper:junos:19.3:r2-s3:*:*:*:**:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:19.3:r2-s5:***:**:*:

Kk ok akak k.

cpe:2.3:0:juniper:junos:19.3:r3: """

dkkakukakak.

cpe:2.3:0:juniper:junos:19.4:r2-s1 7 "

dkukakkakak.

cpe:2.3:0:juniper:junos:19.4:r2-s2:*:*:**:*:*:

dkkakkkak.

cpe:2.3:0:juniper:junos:19.4:r2-s3:*:*:* " *:

dkakkakakuk.

cpe:2.3:0:juniper:junos:19.4:r3:** " %

dkk Lk kukuk.

cpe:2.3:0:juniper:junos:19.4:r3-s1:*:***:*:*:

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:19.4:r3-s2::*:**:*:*:

dkkakkukuk.

cpe:2.3:0:juniper:junos:19.4:r3-s3:*:* "



Lk Lk ak Lk kak.

cpe:2.3:0:juniper:junos:19.4:r3-s4:*:***:*:*:

ek koK ok kLK,

cpe:2.3:0:juniper:junos:20.1:-* "

cpe:2.3:0:juniper:junos:20.1:r1-s1: 7

cpe:2.3:0:juniper:;junos:20.1:r1-s2:*:* ™

cpe:2.3:0:juniper:;junos:20.1:r1-s3: ™

cpe:2.3:0:juniper:;junos:20.1:r1-s4:*:**: "

cpe:2.3:0:juniper:;junos:20.1:r2:*:*:*

cpe:2.3:0:juniper:;junos:20.1:r2-s1:*:* ™

cpe:2.3:0:juniper:junos:20.1:r2-s2:*:*:*:**:*:

cpe:2.3:0:juniper:junos:20.1:r3:*:**

cpe:2.3:0:juniper:junos:20.1:r3-s1:* 7 "

cpe:2.3:0:juniper:junos:20.2:-*:* "

dkkakukakak.

cpe:2.3:0:juniper:junos:20.2:r2-s3:*:* "

akakkakakuk.

cpe:2.3:0:juniper:junos:20.2:r3:*:* "

dkkakkkak.

cpe:2.3:0:juniper:junos:20.2:r3-s1:*:*** "

a_eR kKKK Lk,

cpe:2.3:0:juniper:junos:20.3:-*

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:20.3:r1-s1:*: "

kR Lk akukuk.

cpe:2.3:0:juniper:junos:20.3:r2:

dkak Lk kukuk.

cpe:2.3:0:juniper:junos:20.3:r2-s1: " "



cpe:2.3:0:juniper:junos:20.4:-*

cpe:2.3:0:juniper:junos:20.4:r1 e

cpe:2.3:0:juniper:junos:20.4:r1-s1

cpe:2.3:0:juniper:junos:20.4:r2-s1 e

cpe:2.3:0:juniper:;junos:21.1:-*

cpe:2.3:0:juniperjunos:21.1:r1

cpe:2.3:0:juniper:;junos:21.2:r1

No vendor comments have been submitted for this CVE
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@sidfm_jp Juniper Networks Junos OS @ J-Web QIR ICH/ O YA R Y U TF 1 > DORERE (CVE-2022- 2022-04-14
22182) [41847] sid.softek.jp/content/show/4... #SIDfm #BE551E1ER 08:30:08

@CVEreport CVE-2022-22182 : A Cross-site Scripting #XSS vulnerability in Juniper Networks Junos OS J-Web 2022-04-14

allows an attacker... twitter.com/i/web/status/1... 15:54:58
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16:38:40
«— Previous ID Next ID—

© CVE.report 2023 B [\] |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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