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cvssavaachranunsucnivan  Gertain versions of Junos from Juniper contain the foIIowing
' vulnerability:

Due to the Improper Handling of an Unexpected Data Type in the
processing of EVPN routes on Juniper Networks Junos OS and Junos
OS Evolved, an attacker in direct control of a BGP client connected to
a route reflector, or via a machine in the middle (MITM) attack, can
send a specific EVPN route contained within a BGP Update, triggering
a routing protocol daemon (RPD) crash, leading to a Denial of Service (DoS) condition.
Continued receipt and processing of these specific EVPN routes could create a sustained
Denial of Service (DoS) condition. This issue only occurs on BGP route reflectors, only within
a BGP EVPN multicast environment, and only when one or more BGP clients have 'leave-
sync-route-oldstyle' enabled. This issue affects: Juniper Networks Junos OS 21.3 versions
prior to 21.3R3-S2; 21.4 versions prior to 21.4R2-S2, 21.4R3; 22.1 versions prior to 22.1R1-
S2, 22.1R3; 22.2 versions prior to 22.2R2. Juniper Networks Junos OS Evolved 21.3 version
21.3R1-EVO and later versions prior to 21.4R3-EVO; 22.1 versions prior to 22.1R1-S2-EVO,
22.1R3-EVO; 22.2 versions prior to 22.2R2-EVO. This issue does not affect: Juniper
Networks Junos OS versions prior to 21.3R1. Juniper Networks Junos OS Evolved versions
prior to 21.3R1-EVO.

CVE-2022-22219 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as severity.

Vulnerability Patch/Work Around

Enabling 'leave-sync-route-oldstyle' on the BGP route reflector will mitigate the RPD crash, but BGP sessions may still be torn down if
one or more clients have 'leave-sync-route-oldstyle' enabled.

CVSS3 Score: 5.9-MEDIUM |

Attack Attack Privileges User
Vector Complexity Required Interaction
[ NETWORK | [HIGH| =3 [INOHE |

Scope Confidentiality Integrity Availability
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https://cve.report/CVE-2022-22219/mitre
https://cve.report/CVE-2022-22219/nist
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Impact Impact Impact

CVE References

Description Tags Link

evpn | EVPN User Guide | Juniper J MISC www.juniper.net/documentation/us/en/software/junos/evpn-
Networks TechLibrary vxlan/topics/ref/statement/evpn-edit-routing-instances-protocols.html

CEC Juniper Community & CONFIRM kb.juniper.net/JSA69898

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

43975 Juniper Network Operating System (Junos OS) Denial of Service (DoS) Vulnerability (JSA69898)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos 21.3 - All All
System

Operating Juniper Junos 21.3 r All All
System

Operating Juniper Junos 21.3 r1-s1 All All
System

Operating Juniper Junos 21.3 r1-s2 All All
System

Operating Juniper Junos 21.3 r2 All All
System

Operating Juniper Junos 21.3 r2-s1 All All
System

Operating Juniper Junos 21.3 r2-s2 All All
System

Operating Juniper Junos 21.3 r3 All All
System

Operating Juniper Junos 21.3 r3-s1 All All
System

Operating Juniper Junos 214 - All All
System

Operating Juniper Junos 21.4 r1 All All
System

Operating Juniper Junos 214 r1-s1 All All
System

Operating Juniper Junos 21.4 r1-s2 All All
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No vendor comments have been submitted for this CVE
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