CVE-2022-22224

Published on: Not Yet Published
Last Modified on: 10/20/2022 08:08:00 PM UTC

CVE-2022-22224 - advisory for JSA69874

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assamvancLrrnunsuenivay  Gertain versions of Junos from Juniper contain the foIIowing
: vulnerability:

An Improper Check or Handling of Exceptional Conditions vulnerability
in the processing of a malformed OSPF TLV in Juniper Networks
Junos OS and Junos OS Evolved allows an unauthenticated adjacent
attacker to cause the periodic packet management daemon (PPMD)
process to go into an infinite loop, which in turn can cause protocols
and functions reliant on PPMD such as OSPF neighbor reachability to be impacted, resulting
in a sustained Denial of Service (DoS) condition. The DoS condition persists until the PPMD
process is manually restarted. This issue affects: Juniper Networks Junos OS: All versions
prior to 19.1R3-S9; 19.2 versions prior to 19.2R3-S5; 19.3 versions prior to 19.3R3-S3; 19.4
versions prior to 19.4R3-S9; 20.1 versions prior to 20.1R3; 20.2 versions prior to 20.2R3-S1;
20.3 versions prior to 20.3R3; 20.4 versions prior to 20.4R3; 21.1 versions prior to 21.1R2.
Juniper Networks Junos OS Evolved: All versions prior to 20.4R3-S3-EVO; 21.1 versions prior
to 21.1R2-EVO.

CVE-2022-22224 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as severity.

Juniper SIRT is not aware of any malicious exploitation of this vulnerability.

Vulnerability Patch/Work Around

There are no viable workarounds for this issue. However, service can be restored by restarting the PPMD process from the Junos shell:
First, identify the PID for the daemon. root@Junos:~ # ps -aux | grep "[p]pm" root 73848 0.0 0.0 740624 14072 - S 29Apr22 20:53.61
/usr/sbin/ppmd -N Second, kill the process. root@Junos:~ # kill -9 73848

CVSS3 Score: 6.5-MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [[5TE]
Scope Confidentiality Integrity Availability
Impact Impact Impact



https://cve.report/
https://cve.report/CVE-2022-22224/mitre
https://cve.report/CVE-2022-22224/nist
https://cve.report/CVE-2022-22224/cve_org
https://cve.report/CVE-2022-22224.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/cvsscalc.php
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CVE References

Description Tags Link
CEC Juniper Community & CONFIRM kb.juniper.net/JSA69874

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos All All All All
System

Operating Juniper Junos 19.1 - All All
System

Operating Juniper Junos 19.1 r1 All All
System

Operating Juniper Junos 19.1 r1-s1 All All
System

Operating Juniper Junos 19.1 r1-s2 All All
System

Operating Juniper Junos 19.1 r1-s3 All All
System

Operating Juniper Junos 19.1 r1-s4 All All
System

Operating Juniper Junos 19.1 r1-s5 All All
System

Operating Juniper Junos 19.1 r1-s6 All All
System

Operating Juniper Junos 19.1 r2 All All
System

Operating Juniper Junos 19.1 r2-s1 All All
System

Operating Juniper Junos 19.1 r2-s2 All All
System

Operating Juniper Junos 19.1 r2-s3 All All
System

Operating Juniper Junos 19.1 r3 All All
System

Operating Juniper Junos 19.1 r3-s1 All All
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cpe:2.3:0:juniper:junos:19.1:r1-s3: "

cpe:2.3:0:juniper:junos:19.1:r1-s4:****

cpe:2.3:0:juniper:;junos:19.1:r1-s5: ™

cpe:2.3:0:juniper:;junos:19.1:r1-s6: ™

cpe:2.3:0:juniper:;junos:19.1:r2:**:*

cpe:2.3:0:juniper:;junos:19.1:r2-s1 ™

cpe:2.3:0:juniper:;junos:19.1:r2-s2:*:*:*:**:*:

cpe:2.3:0:juniper:junos:19.1:r2-s3:**:*:**:*:

cpe:2.3:0:juniper:;junos:19.1:r3:*:*

cpe:2.3:0:juniper:;junos:19.1:r3-s1: ™

cpe:2.3:0:juniper:;junos:19.1:r3-s2:*:**:**:*:

cpe:2.3:0:juniper:junos:19.1:r3-s3:**: " *:*:

cpe:2.3:0:juniper:junos:19.1:r3-s4:** " *:*:

cpe:2.3:0:juniper:junos:19.1:r3-s5:* " *:*:

cpe:2.3:0:juniper:junos:19.1:r3-s6:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:19.1:r3-s7:* " *:*:

cpe:2.3:0:juniper:junos:19.1:r3-s8:":*: " *:*:

cpe:2.3:0:juniper:junos:19.2:-* "

dkkakkakak.

cpe:2.3:0:juniper:junos:19.2:r1-s3:*:*: """

dkkakkakak.

cpe:2.3:0:juniper:junos:19.2:r1-s4:*:*:**:*:*:

dkkakkakak.

cpe:2.3:0:juniper:junos:19.2:r1-s5::*:**:*:*:

dkkak Lk ukuk.

cpe:2.3:0:juniper:junos:19.2:r1-s7:*:*:**:*:*:

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:19.2:r1-s8:*:*:*:*:*:*:

dkak Lk kkuk.

cpe:2.3:0:juniper:junos:19.2:r1-s9:*:*:**:*:*:

akakukakukk.

cpe:2.3:0:juniper:junos:19.2:r2: "



dkak kR kak.

cpe:2.3:0:juniper:junos:19.2:r2-s1:

KRk akuk k.

cpe:2.3:0:juniper:junos:19.2:r3: "

LRk kR kuk,

cpe:2.3:0:juniper:junos:19.2:r3-s4:**:*:* *:*:

ek kKoK kK,

cpe:2.3:0:juniper:;junos:19.3:-*

Lk ok akakakak,

cpe:2.3:0:juniper:junos:19.3:r2-s1:**: " *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:19.3:r2-s2::*:* " *:

cpe:2.3:0:juniper:junos:19.4: "

cpe:2.3:0:juniper:junos:19.4:-* "

akakk ok akk.

cpe:2.3:0:juniper:junos:19.4:r1 "

dkkakkakak.

cpe:2.3:0:juniper:junos:19.4:r1-s1: 7 *:*:

dkkakukukak.

cpe:2.3:0:juniper:junos:19.4:r1-s2:*:*:**:*:*:

dkkakkkak.

cpe:2.3:0:juniper:junos:19.4:r1-s4:*:*:**:*:*:

KLk K akLk k.

cpe:2.3:0:juniper:junos:19.4:r2:****:*:*:

dkkukk k.

cpe:2.3:0:juniper:junos:19.4:r2-s1:*:*** "%



dkk Lk kakuk.

cpe:2.3:0:juniper:junos:19.4:r2-s2:*:*:**:*:*:

dkak kR kuk.

cpe:2.3:0:juniper:junos:19.4:r2-s3:*:*:**:*:*:

dkak kR kuk.

cpe:2.3:0:juniper:junos:19.4:r2-s4*****::

LRk kR kak,

cpe:2.3:0:juniper:junos:19.4:r2-s6:*:*:*:**:*:

Kk kR Rk,

cpe:2.3:0:juniper:;junos:19.4:r3:*:*:*

Lkuk kR akak,

cpe:2.3:0:juniper:junos:19.4:r3-s1:***:**:*:

LRk kR akak,

cpe:2.3:0:juniper:junos:19.4:r3-s2:**:*:**:*:

cpe:2.3:0:juniper:junos:20.1:-* "
cpe:2.3:0:juniper:junos:20.1:r1 >
cpe:2.3:0:juniper:junos:20.1:r1-s1: "
cpe:2.3:0:juniper:junos:20.1:r1-s2:*:*: """
cpe:2.3:0:juniper:junos:20.1:r1-s3:*:*: """
cpe:2.3:0:juniper:junos:20.1:r1-s4:*:*:**:*:*:
cpe:2.3:0:juniper:junos:20.1:r2: "
cpe:2.3:0:juniper:junos:20.1:r2-s1:*:*:***:*:
cpe:2.3:0:juniper:junos:20.1:r2-s2::*:*:*:*:*:

e ek kKKK Lk,

cpe:2.3:0:juniper:junos:20.2:-:

KKk akakk.

cpe:2.3:0:juniper:junos:20.2:r1 :**

dkk Lk kukak.

cpe:2.3:0:juniper:junos:20.2:r1-s2:*:*:**:*:*:

cpe:2.3:0:juniper:junos:20.2:r1-s3:*:*:**:*:*:

rnAD R:atinininArininAg-20 D:pD-xexkkkok.



UM U U U T U I e s s s s s s

dkkukkkuk.

cpe:2.3:0:juniper:junos:20.2:r2-s1:*:**

dkak kR kuk.

cpe:2.3:0:juniper:junos:20.2:r2-s2:*:**:*

LRk kR kuk.

cpe:2.3:0:juniper:junos:20.2:r2-s3:*:**:*

ek kKoK ok Lk,

cpe:2.3:0:juniper:;junos:20.3:-:*

KKk kR k.

cpe:2.3:0:juniper:junos:20.3:r1 e

Lkak kR Lk ak,

cpe:2.3:0:juniper:junos:20.3:r1-s1:*** "

Lkak kR ok ak,

cpe:2.3:0:juniper:junos:20.3:r1-s2:*** " *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:20.3:r2-s1:**** 1

ek koK kKK,

cpe:2.3:0:juniper:junos:20.4:-** "

Lk akak Lk ak kK k,

cpe:2.3:0:juniper:junos_os_evolved:™:*:*:**:*

e_ekakukokukuk.

cpe:2.3:0:juniper:junos_os_evolved:20.4:-:*:":*

Skakakakkak

cpe:2.3:0:juniper:junos_os_evolved:20.4:r1 "

akLk Lk okakuk.

cpe:2.3:0:juniper:junos_os_evolved:20.4:r1-s1:*:* "

akLk Lk akakuk.

cpe:2.3:0:juniper:junos_os_evolved:20.4:r2-s2:*:*:**:*::

akakukokakuk.

cpe:2.3:0:juniper:junos_os_evolved:20.4:r2-s3: " "



Skk ok uk kK

cpe:2.3:0:juniper:junos_os_evolved:20.4:r3:*:**:*:*:*:

cpe:2.3:0:juniper:junos_os_evolved:20.4:r3-s1:

cpe:2.3:0:juniper:junos_os_evolved:20.4:r3-s2:*:*:*:*:*:*:

e_akakukakakuk.

cpe:2.3:0:juniper:junos_os_evolved:21.1:-* "

Skk ok kk k.,

cpe:2.3:0:juniper:junos_os_evolved:21.1:r1 "

cpe:2.3:0:juniper:junos_os_evolved:21.1:r1-s1:

No vendor comments have been submitted for this CVE
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