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Summary

CVE CVE-2022-22315

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-27 18:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description IBM UrbanCode Deploy (UCD) 7.2.2.1 could allow an authenticated user with special permissions to obtain elevated privileges due to improper handling of permissions. IBM X-Force ID: 217955.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Urbancode Deploy All All All All

References

Reference

Security Bulletin: UrbanCode Deploy users with create-resource permission for the standard resource type may create child resources inheriting custom types (CVE-2022-22315).

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

730701 UrbanCode Deploy Elevated Privileges Vulnerability (6575143)

https://cve.report/
https://cve.report/CVE-2022-22315/mitre
https://cve.report/CVE-2022-22315/nist
https://cve.report/CVE-2022-22315/cve_org
https://cve.report/api/cve/CVE-2022-22315.json
https://cve.report/CVE-2022-22315.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/urbancode_deploy
https://www.ibm.com/support/pages/node/6575143
https://exchange.xforce.ibmcloud.com/vulnerabilities/217955
https://www.cve.org/CVERecord?id=CVE-2022-22315
https://nvd.nist.gov/vuln/detail/CVE-2022-22315
http://cve.report/qid/730701
https://cve.report/
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