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CVE CVE-2022-22326
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-01 11:15:00 UTC
Updated 2022-08-04 17:36:00 UTC
Description IBM Datapower Gateway 10.0.2.0 through 10.0.4.0, 10.0.1.0 through 10.0.1.5, and 2018.4.1.0 through 2018.4.1.18 could a
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Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Datapower Gateway All All All All
Hardware Ibm Mq Appliance M2001 - All All All
Operating System Ibm Mg Appliance M2001 Firmware All All All All
Operating System Ibm Mq Appliance M2001 Firmware All All All All
Hardware Ibm Mq Appliance M2002 - All All All
Operating System Ibm Mq Appliance M2002 Firmware All All All All
Operating System Ibm Mg Appliance M2002 Firmware All All All All
Reference

Security Bulletin: IBM MQ Appliance could allow unauthorized viewing of logs and files (CVE-2022-22326)

ibm-mq-cve202222326-info-disc (218856)

Security Bulletin: IBM DataPower Gateway may permit admin users to view and edit files that are not allowed to be read via RBM access right
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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