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Summary

CVE CVE-2022-22333

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-23 20:15:00 UTC

Updated 2022-03-02 00:45:00 UTC

Description IBM Sterling Secure Proxy 6.0.3.0, 6.0.2.0, and 3.4.3.2 and IBM Sterling External Authentication Server are vulnerable a buffer overflow, due to the Jetty based GUI in the Secure Zone not properly validating the sizes of the form content and/or HTTP headers submitted. A local attacker positioned inside the Secure Zone could submit a specially crafted HTTP request to disrupt service. IBM X-Force ID: 219133.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Sterling External Authentication Server 3.4.3.2 All All All

Application Ibm Sterling External Authentication Server 6.0.2.0 All All All

Application Ibm Sterling External Authentication Server 6.0.3.0 All All All

Application Ibm Sterling Secure Proxy 3.4.3.2 All All All

Application Ibm Sterling Secure Proxy 6.0.2 All All All

Application Ibm Sterling Secure Proxy 6.0.3.0 All All All

References

Reference Source Link

Security Bulletin: Multiple Vulnerabilities were detected in IBM Sterling Secure Proxy (CVE-2022-22336, CVE-2022-22333) CONFIRM www.ibm.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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