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Summary

CVE CVE-2022-22509

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-02 13:15:00 UTC

Updated 2022-02-05 04:49:00 UTC

Description In Phoenix Contact FL SWITCH Series 2xxx in version 3.00 an incorrect privilege assignment allows an low privileged user to enable full access to the device configuration.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Phoenixcontact Fl Switch 2005 - All All All

Operating System Phoenixcontact Fl Switch 2005 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2008 - All All All

Hardware Phoenixcontact Fl Switch 2008f - All All All

Operating System Phoenixcontact Fl Switch 2008f Firmware 3.00 All All All

Operating System Phoenixcontact Fl Switch 2008 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2016 - All All All

Operating System Phoenixcontact Fl Switch 2016 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2105 - All All All

Operating System Phoenixcontact Fl Switch 2105 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2108 - All All All

Operating System Phoenixcontact Fl Switch 2108 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2116 - All All All

Operating System Phoenixcontact Fl Switch 2116 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2204-2tc-2sfx - All All All

Operating System Phoenixcontact Fl Switch 2204-2tc-2sfx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2205 - All All All

https://cve.report/
https://cve.report/CVE-2022-22509/mitre
https://cve.report/CVE-2022-22509/nist
https://cve.report/CVE-2022-22509/cve_org
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http://cve.report/software/phoenixcontact/fl_switch_2008_firmware
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http://cve.report/software/phoenixcontact/fl_switch_2105
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http://cve.report/software/phoenixcontact/fl_switch_2204-2tc-2sfx_firmware
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2205


Hardware Phoenixcontact Fl Switch 2205 - All All All

Operating System Phoenixcontact Fl Switch 2205 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2206-2fx - All All All

Operating System Phoenixcontact Fl Switch 2206-2fx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2206-2fx Sm - All All All

Operating System Phoenixcontact Fl Switch 2206-2fx Sm Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2206-2fx Sm St - All All All

Operating System Phoenixcontact Fl Switch 2206-2fx Sm St Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2206-2fx St - All All All

Operating System Phoenixcontact Fl Switch 2206-2fx St Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2206-2sfx - All All All

Operating System Phoenixcontact Fl Switch 2206-2sfx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2206-2sfx Pn - All All All

Operating System Phoenixcontact Fl Switch 2206-2sfx Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2206c-2fx - All All All

Operating System Phoenixcontact Fl Switch 2206c-2fx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2207-fx - All All All

Operating System Phoenixcontact Fl Switch 2207-fx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2207-fx Sm - All All All

Operating System Phoenixcontact Fl Switch 2207-fx Sm Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2208 - All All All

Hardware Phoenixcontact Fl Switch 2208c - All All All

Operating System Phoenixcontact Fl Switch 2208c Firmware 3.00 All All All

Operating System Phoenixcontact Fl Switch 2208 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2208 Pn - All All All

Operating System Phoenixcontact Fl Switch 2208 Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2212-2tc-2sfx - All All All

Operating System Phoenixcontact Fl Switch 2212-2tc-2sfx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2214-2fx - All All All

Operating System Phoenixcontact Fl Switch 2214-2fx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2214-2fx Sm - All All All

Operating System Phoenixcontact Fl Switch 2214-2fx Sm Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2214-2sfx - All All All

Operating System Phoenixcontact Fl Switch 2214-2sfx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2214-2sfx Pn - All All All

Operating System Phoenixcontact Fl Switch 2214-2sfx Pn Firmware 3.00 All All All
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http://cve.report/software/phoenixcontact/fl_switch_2214-2fx
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http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2214-2sfx_pn_firmware


Hardware Phoenixcontact Fl Switch 2216 - All All All

Operating System Phoenixcontact Fl Switch 2216 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2216 Pn - All All All

Operating System Phoenixcontact Fl Switch 2216 Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2304-2gc-2sfp - All All All

Operating System Phoenixcontact Fl Switch 2304-2gc-2sfp Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2306-2sfp - All All All

Operating System Phoenixcontact Fl Switch 2306-2sfp Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2306-2sfp Pn - All All All

Operating System Phoenixcontact Fl Switch 2306-2sfp Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2308 - All All All

Operating System Phoenixcontact Fl Switch 2308 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2308 Pn - All All All

Operating System Phoenixcontact Fl Switch 2308 Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2312-2gc-2sfp - All All All

Operating System Phoenixcontact Fl Switch 2312-2gc-2sfp Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2314-2sfp - All All All

Operating System Phoenixcontact Fl Switch 2314-2sfp Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2314-2sfp Pn - All All All

Operating System Phoenixcontact Fl Switch 2314-2sfp Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2316 - All All All

Hardware Phoenixcontact Fl Switch 2316/k1 - All All All

Operating System Phoenixcontact Fl Switch 2316/k1 Firmware 3.00 All All All

Operating System Phoenixcontact Fl Switch 2316 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2316 Pn - All All All

Operating System Phoenixcontact Fl Switch 2316 Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2404-2tc-2sfx - All All All

Operating System Phoenixcontact Fl Switch 2404-2tc-2sfx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2406-2sfx - All All All

Operating System Phoenixcontact Fl Switch 2406-2sfx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2406-2sfx Pn - All All All

Operating System Phoenixcontact Fl Switch 2406-2sfx Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2408 - All All All

Operating System Phoenixcontact Fl Switch 2408 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2408 Pn - All All All

Operating System Phoenixcontact Fl Switch 2408 Pn Firmware 3.00 All All All
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http://cve.report/software/phoenixcontact/fl_switch_2308_pn_firmware
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http://cve.report/software/phoenixcontact/fl_switch_2314-2sfp_firmware
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http://cve.report/software/phoenixcontact/fl_switch_2406-2sfx
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2406-2sfx_firmware
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2406-2sfx_pn
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2406-2sfx_pn_firmware
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2408
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2408_firmware
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2408_pn


Operating System Phoenixcontact Fl Switch 2408 Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2412-2tc-2sfx - All All All

Operating System Phoenixcontact Fl Switch 2412-2tc-2sfx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2414-2sfx - All All All

Operating System Phoenixcontact Fl Switch 2414-2sfx Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2414-2sfx Pn - All All All

Operating System Phoenixcontact Fl Switch 2414-2sfx Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2416 - All All All

Operating System Phoenixcontact Fl Switch 2416 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2416 Pn - All All All

Operating System Phoenixcontact Fl Switch 2416 Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2504-2gc-2sfp - All All All

Operating System Phoenixcontact Fl Switch 2504-2gc-2sfp Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2506-2sfp - All All All

Hardware Phoenixcontact Fl Switch 2506-2sfp/k1 - All All All

Operating System Phoenixcontact Fl Switch 2506-2sfp/k1 Firmware 3.00 All All All

Operating System Phoenixcontact Fl Switch 2506-2sfp Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2506-2sfp Pn - All All All

Operating System Phoenixcontact Fl Switch 2506-2sfp Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2508 - All All All

Hardware Phoenixcontact Fl Switch 2508/k1 - All All All

Operating System Phoenixcontact Fl Switch 2508/k1 Firmware 3.00 All All All

Operating System Phoenixcontact Fl Switch 2508 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2508 Pn - All All All

Operating System Phoenixcontact Fl Switch 2508 Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2512-2gc-2sfp - All All All

Operating System Phoenixcontact Fl Switch 2512-2gc-2sfp Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2514-2sfp - All All All

Operating System Phoenixcontact Fl Switch 2514-2sfp Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2514-2sfp Pn - All All All

Operating System Phoenixcontact Fl Switch 2514-2sfp Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2516 - All All All

Operating System Phoenixcontact Fl Switch 2516 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2516 Pn - All All All

Operating System Phoenixcontact Fl Switch 2516 Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2608 - All All All
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Operating System Phoenixcontact Fl Switch 2608 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2608 Pn - All All All

Operating System Phoenixcontact Fl Switch 2608 Pn Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2708 - All All All

Operating System Phoenixcontact Fl Switch 2708 Firmware 3.00 All All All

Hardware Phoenixcontact Fl Switch 2708 Pn - All All All

Operating System Phoenixcontact Fl Switch 2708 Pn Firmware 3.00 All All All
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CVE.report and Source URL Uptime Status status.cve.report

http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2608_firmware
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2608_pn
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2608_pn_firmware
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2708
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2708_firmware
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2708_pn
http://cve.report/vendor/phoenixcontact
http://cve.report/software/phoenixcontact/fl_switch_2708_pn_firmware
https://cert.vde.com/en/advisories/VDE-2022-001/
https://www.cve.org/CVERecord?id=CVE-2022-22509
https://nvd.nist.gov/vuln/detail/CVE-2022-22509
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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