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State

Assigner
Source Priority
Published
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Description

/

CVE-2022-22509

PUBLIC

info@cert.vde.com

CVE Program / NVD first with legacy fallback
2022-02-02 13:15:00 UTC

2022-02-05 04:49:00 UTC

In Phoenix Contact FL SWITCH Series 2xxx in version 3.00 an incorrect privilege assignment allows an low privileged user

| 1|

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
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Vendor Product Version Update Edition Language
Phoenixcontact Fl Switch 2005 - All All All
Phoenixcontact FI Switch 2005 Firmware 3.00 All All All
Phoenixcontact FI Switch 2008 - All All All
Phoenixcontact Fl Switch 2008f - All All All
Phoenixcontact FI Switch 2008f Firmware 3.00 All All All
Phoenixcontact Fl Switch 2008 Firmware 3.00 All All All
Phoenixcontact FI Switch 2016 - All All All
Phoenixcontact Fl Switch 2016 Firmware 3.00 All All All
Phoenixcontact FI Switch 2105 - All All All
Phoenixcontact Fl Switch 2105 Firmware 3.00 All All All
Phoenixcontact FI Switch 2108 - All All All
Phoenixcontact Fl Switch 2108 Firmware 3.00 All All All
Phoenixcontact FI Switch 2116 - All All All
Phoenixcontact FI Switch 2116 Firmware 3.00 All All All
Phoenixcontact Fl Switch 2204-2tc-2sfx - All All All
Phoenixcontact FI Switch 2204-2tc-2sfx Firmware 3.00 All All All
Phoenixcontact Fl Switch 2205 - All All All
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FI Switch 2206-2fx Sm St

FI Switch 2206-2fx Sm St Firmware

FI Switch 2206-2fx St

FI Switch 2206-2fx St Firmware

FI Switch 2206-2sfx

FI Switch 2206-2sfx Firmware

Fl Switch 2206-2sfx Pn

FI Switch 2206-2sfx Pn Firmware

FI Switch 2206¢-2fx

FI Switch 2206¢-2fx Firmware
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FI Switch 2207-fx Firmware
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FI Switch 2308
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Operating System Phoenixcontact FI Switch 2608 Firmware 3.00 All All All
Hardware Phoenixcontact FI Switch 2608 Pn - All All All
Operating System Phoenixcontact FI Switch 2608 Pn Firmware 3.00 All All All
Hardware Phoenixcontact Fl Switch 2708 - All All All
Operating System Phoenixcontact FI Switch 2708 Firmware 3.00 All All All
Hardware Phoenixcontact FI Switch 2708 Pn - All All All
Operating System Phoenixcontact FI Switch 2708 Pn Firmware 3.00 All All All
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CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: This vulnerability was discovered internally.

There are currently no legacy QID mappings associated with this CVE.
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