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/

CVE-2022-22520

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2022-22520

PUBLIC

info@cert.vde.com

CVE Program / NVD first with legacy fallback
2022-09-14 14:15:00 UTC

2022-10-01 02:33:00 UTC

A remote, unauthenticated attacker can enumerate valid users by sending specific requests to the webservice of MB conne

Risk And Classification

1|

Problem Types: CWE-204

NVD Known Affected Configurations (CPE 2.3)

Type
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Helmholz Myrex24 All All All All
Helmholz Myrex24.virtual All All All All
Mbconnectline Mbconnect24 All All All All
Mbconnectline Mymbconnect24 All All All All

References
Reference Source
VDE-2022-011 | CERT@VDE CONFIRM
VDE-2022-039 | CERT@VDE CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Vendor Comments And Credit

Link Tags
cert.vde.com

cert.vde.com

WWw.cve.org canonical

nvd.nist.gov canonical, analysis

Discovery Credit

LEGACY: SySS GmbH reported this vulnerability to Helmholz. Helmholz reported this
vulnerability to MB connect line. CERT@VDE coordinated with Helmholz & MB connect line.


https://cve.report/
https://cve.report/CVE-2022-22520/mitre
https://cve.report/CVE-2022-22520/nist
https://cve.report/CVE-2022-22520/cve_org
https://cve.report/api/cve/CVE-2022-22520.json
https://cve.report/CVE-2022-22520.pdf
http://cve.report/vendor/helmholz
http://cve.report/software/helmholz/myrex24
http://cve.report/vendor/helmholz
http://cve.report/software/helmholz/myrex24.virtual
http://cve.report/vendor/mbconnectline
http://cve.report/software/mbconnectline/mbconnect24
http://cve.report/vendor/mbconnectline
http://cve.report/software/mbconnectline/mymbconnect24
https://cert.vde.com/en/advisories/VDE-2022-011
https://cert.vde.com/en/advisories/VDE-2022-039
https://www.cve.org/CVERecord?id=CVE-2022-22520
https://nvd.nist.gov/vuln/detail/CVE-2022-22520

There are currently no legacy QID mappings associated with this CVE.
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