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essanmnncrrnumsucran — Gertain versions of Cpy Car Park Server from Gavazziautomation
’ contain the following vulnerability:

In Carlo Gavazzi UWP3.0 in multiple versions and CPY Car Park
Server in Version 2.8.3 a remote, unauthenticated attacker could make
use of hard-coded credentials to gain full access to the device.

CVE-2022-22522 has been assigned by «o info@cert.vde.com to track the vulnerability - currently rated as severity.
Affected Vendor/Software: =« Carlo Gavazzi - UWP 3.0 Monitoring Gateway and Controller version < 8.5.0.3

Affected Vendor/Software: =« Carlo Gavazzi - UWP 3.0 Monitoring Gateway and Controller — Security Enhanced version < 8.5.0.3
Affected Vendor/Software: =« Carlo Gavazzi - UWP 3.0 Monitoring Gateway and Controller — EDP version version < 8.5.0.3

Affected Vendor/Software: «= Carlo Gavazzi - CPY Car Park Server version < 2.8.3

CVSS3 Score: 9.8- CRITICAL |

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ HIGH [ HIGH |
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There are currently no QIDs associated with this CVE
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