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CVE Program / NVD first with legacy fallback
2022-09-28 14:15:00 UTC

2022-09-30 13:13:00 UTC

An improper authentication vulnerability exists in the Carlo Gavazzi UWP3.0 in multiple versions and CPY Car Park Server

| 1|

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Hardware
Hardware
Hardware
Operating System
Operating System

Operating System

L]

Vendor Product Version Update Edition
Gavazziautomation Cpy Car Park Server All All All
Gavazziautomation Uwp 3.0 Monitoring Gateway And Controller - All All
Gavazziautomation Uwp 3.0 Monitoring Gateway And Controller - All edp
Gavazziautomation Uwp 3.0 Monitoring Gateway And Controller - All security_enhanced
Gavazziautomation Uwp 3.0 Monitoring Gateway And Controller Firmware  All All All
Gavazziautomation Uwp 3.0 Monitoring Gateway And Controller Firmware  All All edp
Gavazziautomation Uwp 3.0 Monitoring Gateway And Controller Firmware  All All security_enhanced

-l

References

Reference Source Link Tags
VDE-2022-029 | CERT@VDE CONFIRM cert.vde.com

CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: Vera Mens from Claroty Research


https://cve.report/
https://cve.report/CVE-2022-22523/mitre
https://cve.report/CVE-2022-22523/nist
https://cve.report/CVE-2022-22523/cve_org
https://cve.report/api/cve/CVE-2022-22523.json
https://cve.report/CVE-2022-22523.pdf
http://cve.report/vendor/gavazziautomation
http://cve.report/software/gavazziautomation/cpy_car_park_server
http://cve.report/vendor/gavazziautomation
http://cve.report/software/gavazziautomation/uwp_3.0_monitoring_gateway_and_controller
http://cve.report/vendor/gavazziautomation
http://cve.report/software/gavazziautomation/uwp_3.0_monitoring_gateway_and_controller
http://cve.report/vendor/gavazziautomation
http://cve.report/software/gavazziautomation/uwp_3.0_monitoring_gateway_and_controller
http://cve.report/vendor/gavazziautomation
http://cve.report/software/gavazziautomation/uwp_3.0_monitoring_gateway_and_controller_firmware
http://cve.report/vendor/gavazziautomation
http://cve.report/software/gavazziautomation/uwp_3.0_monitoring_gateway_and_controller_firmware
http://cve.report/vendor/gavazziautomation
http://cve.report/software/gavazziautomation/uwp_3.0_monitoring_gateway_and_controller_firmware
https://cert.vde.com/en/advisories/VDE-2022-029/
https://www.cve.org/CVERecord?id=CVE-2022-22523
https://nvd.nist.gov/vuln/detail/CVE-2022-22523

There are currently no legacy QID mappings associated with this CVE.
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