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Summary

CVE CVE-2022-22532

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-09 23:15:00 UTC

Updated 2022-09-30 13:20:00 UTC

Description In SAP NetWeaver Application Server Java - versions KRNL64NUC 7.22, 7.22EXT, 7.49, KRNL64UC, 7.22, 7.22EXT, 7.49, 7.53, KERNEL 7.22, 7.49, 7.53, an unauthenticated attacker could submit a crafted HTTP server request which triggers improper shared memory buffer handling. This could allow the malicious payload to be executed and hence execute functions that could be impersonating the victim or even steal the victim's logon session.

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Netweaver Application Server Java 7.22 All All All

Application Sap Netweaver Application Server Java 7.49 All All All

Application Sap Netweaver Application Server Java 7.53 All All All

Application Sap Netweaver Application Server Java krnl64nuc_7.22 All All All

Application Sap Netweaver Application Server Java krnl64nuc_7.22ext All All All

Application Sap Netweaver Application Server Java krnl64nuc_7.49 All All All

Application Sap Netweaver Application Server Java krnl64uc_7.22 All All All

Application Sap Netweaver Application Server Java krnl64uc_7.22ext All All All

Application Sap Netweaver Application Server Java krnl64uc_7.49 All All All

References

Reference Source Link

SAP Security Patch Day - February 2022 - Product Security Response at SAP - Community Wiki MISC wiki.scn.sap.com

launchpad.support.sap.com MISC launchpad.support.sap.com

Access Denied MISC www.sap.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

376392 SAP NetWeaver Request Smuggling and Request Concatenation Vulnerability

87481 SAP NetWeaver - Request Smuggling and Request Concatenation Vulnerability
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