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CVE CVE-2022-22746
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC
Updated 2022-12-31 04:02:00 UTC
Description A race condition could have allowed bypassing the fullscreen notification which could have lead to a fullscreen window spoc«
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Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows - All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Thunderbird All All All All

References
Reference Source Link
Security Vulnerabilities fixed in Firefox 96 — Mozilla MISC WWW.
Security Vulnerabilities fixed in Thunderbird 91.5 — Mozilla MISC WWW.
Security Vulnerabilities fixed in Firefox ESR 91.5 — Mozilla MISC WWW.
1735071 - (CVE-2022-22746) reportValidity allow focus stealing can be abused to overlap fullscreen security notification ~ MISC bugzi
CVE Program record CVE.ORG www.
NVD vulnerability detail NVD nvd.n
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2022-22746/mitre
https://cve.report/CVE-2022-22746/nist
https://cve.report/CVE-2022-22746/cve_org
https://cve.report/CVE-2022-22746.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
https://www.mozilla.org/security/advisories/mfsa2022-01/
https://www.mozilla.org/security/advisories/mfsa2022-03/
https://www.mozilla.org/security/advisories/mfsa2022-02/
https://bugzilla.mozilla.org/show_bug.cgi?id=1735071
https://www.cve.org/CVERecord?id=CVE-2022-22746
https://nvd.nist.gov/vuln/detail/CVE-2022-22746

296062 Oracle Solaris 11.4 Support Repository Update (SRU) 43.113.3 Missing (CPUJAN2022)

376235 Mozilla Firefox ESR Multiple Vulnerabilities (MFSA2022-02)

376236 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-03)

376237 Mozilla Firefox Multiple Vulnerabilities (MFSA2022-01)

502072 Alpine Linux Security Update for firefox-esr

502384 Alpine Linux Security Update for thunderbird

502688 Alpine Linux Security Update for firefox

505451 Alpine Linux Security Update for thunderbird

751610 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2022:0115-1)

751625 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2022:0136-1)

751626 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2022:0137-1)

751631 OpenSUSE Security Update for MozillaFirefox (openSUSE-SU-2022:0136-1)

751656 OpenSUSE Security Update for MozillaThunderbird (openSUSE-SU-2022:0199-1)

753303 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2022:14880-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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