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CVE CVE-2022-22758
State PUBLIC
Assigner security@mozilla.org

/ ]

Risk And Classification

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC
Updated 2022-12-29 22:50:00 UTC
Description When clicking on a tel: link, USSD codes, specified after a <code>\*</code> character, would be included in the phone nurr
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Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product
Operating System Google Android
Application Mozilla Firefox

Update Edition Language
All All All
All All All

References

Reference

Security Vulnerabilities fixed in Firefox 97 — Mozilla
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

1728742 - (CVE-2022-22758) Using “tel:” URI to perform USSD attack

Source Link Tags

MISC bugzilla.mozilla.org

MISC www.mozilla.org

CVE.ORG  www.cve.org canonical

NVD nvd.nist.gov canonical, analysis

Legacy QID Mappings

502688 Alpine Linux Security Update for firefox

376387 Mozilla Firefox Multiple Vulnerabilities (MFSA2022-04)

630851 Firefox For Android Cleartext Transmission of Sensitive Information Vulnerability

710574 Gentoo | intix Mozilla Firefox Miuiltinle Viilnerahilities (Gl SA 202202-03)
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