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CVE CVE-2022-22782
State PUBLIC
Assigner security@zoom.us

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-28 15:15:00 UTC
Updated 2023-08-08 14:21:00 UTC
Description The Zoom Client for Meetings for Windows prior to version 5.9.7, Zoom Rooms for Conference Room for Windows prior to

/ ]

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoom Meetings All All All All

Application Zoom Rooms For Conference Rooms All All All All

Application Zoom Vdi Windows Meeting Clients All All All All

Application Zoom Zoom Plugin For Microsoft Outlook All All All All
References

Reference Source Link Tags

Security Bulletins | Zoom MISC explore.zoom.us

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: Zero Day Initiative

Legacy QID Mappings

376621 Zoom VDI Local privilege escalation Vulnerability (ZSB-22004)


https://cve.report/
https://cve.report/CVE-2022-22782/mitre
https://cve.report/CVE-2022-22782/nist
https://cve.report/CVE-2022-22782/cve_org
https://cve.report/CVE-2022-22782.pdf
http://cve.report/vendor/zoom
http://cve.report/software/zoom/meetings
http://cve.report/vendor/zoom
http://cve.report/software/zoom/rooms_for_conference_rooms
http://cve.report/vendor/zoom
http://cve.report/software/zoom/vdi_windows_meeting_clients
http://cve.report/vendor/zoom
http://cve.report/software/zoom/zoom_plugin_for_microsoft_outlook
https://explore.zoom.us/en/trust/security/security-bulletin/
https://www.cve.org/CVERecord?id=CVE-2022-22782
https://nvd.nist.gov/vuln/detail/CVE-2022-22782
http://cve.report/qid/376621

376622 Zoom Plugins for Microsoft Outlook Local Privilege Escalation for Windows (ZSB-22004)
376623 Zoom Rooms Local privilege escalation Vulnerability (ZSB-22004)

376624 Zoom Client Local privilege escalation Vulnerability (ZSB-22004)
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