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Summary

CVE CVE-2022-22785

State PUBLIC

Assigner security@zoom.us

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-18 16:15:00 UTC

Updated 2022-05-27 16:13:00 UTC

Description The Zoom Client for Meetings (for Android, iOS, Linux, MacOS, and Windows) before version 5.10.0 failed to properly constrain client session cookies to Zoom domains. This issue could be used in a more sophisticated attack to send an unsuspecting users Zoom-scoped session cookies to a non-Zoom domain. This could potentially allow for spoofing of a Zoom user.

Risk And Classification

Problem Types: CWE-565

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoom Meetings All All All All

Application Zoom Meetings All All All All

Application Zoom Meetings All All All All

Application Zoom Meetings All All All All

Application Zoom Meetings All All All All

References

Reference Source Link Tags

Security Bulletin | Zoom MISC explore.zoom.us

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Ivan Fratric of Google Project Zero

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2022-22785/mitre
https://cve.report/CVE-2022-22785/nist
https://cve.report/CVE-2022-22785/cve_org
https://cve.report/CVE-2022-22785.pdf
http://cve.report/vendor/zoom
http://cve.report/software/zoom/meetings
http://cve.report/vendor/zoom
http://cve.report/software/zoom/meetings
http://cve.report/vendor/zoom
http://cve.report/software/zoom/meetings
http://cve.report/vendor/zoom
http://cve.report/software/zoom/meetings
http://cve.report/vendor/zoom
http://cve.report/software/zoom/meetings
https://explore.zoom.us/en/trust/security/security-bulletin
https://www.cve.org/CVERecord?id=CVE-2022-22785
https://nvd.nist.gov/vuln/detail/CVE-2022-22785
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CVE.report and Source URL Uptime Status status.cve.report

376638 Zoom Client Multiple Security Vulnerabilities

630814 Zoom Client for Meetings For Android Extensible Markup Language (XML) Injection Vulnerability

http://cve.report/qid/376638
http://cve.report/qid/630814
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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