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Summary

CVE CVE-2022-22813

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-09 23:15:00 UTC

Updated 2022-02-28 15:01:00 UTC

Description A CWE-798: Use of Hard-coded Credentials vulnerability exists. If an attacker were to obtain the TLS cryptographic key and take active control of the Courier tunneling communication network, they could potentially observe and manipulate traffic associated with product configuration.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Easergy P141 - All All All

Operating System Schneider-electric Easergy P141 Firmware - All All All

Hardware Schneider-electric Easergy P142 - All All All

Operating System Schneider-electric Easergy P142 Firmware - All All All

Hardware Schneider-electric Easergy P143 - All All All

Operating System Schneider-electric Easergy P143 Firmware - All All All

Hardware Schneider-electric Easergy P145 - All All All

Operating System Schneider-electric Easergy P145 Firmware - All All All

Hardware Schneider-electric Easergy P241 - All All All

Operating System Schneider-electric Easergy P241 Firmware - All All All

Hardware Schneider-electric Easergy P242 - All All All

Operating System Schneider-electric Easergy P242 Firmware - All All All

Hardware Schneider-electric Easergy P243 - All All All

Operating System Schneider-electric Easergy P243 Firmware - All All All

Hardware Schneider-electric Easergy P341 - All All All

Operating System Schneider-electric Easergy P341 Firmware - All All All

Hardware Schneider-electric Easergy P342 - All All All
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Hardware Schneider-electric Easergy P342 - All All All

Operating System Schneider-electric Easergy P342 Firmware - All All All

Hardware Schneider-electric Easergy P343 - All All All

Operating System Schneider-electric Easergy P343 Firmware - All All All

Hardware Schneider-electric Easergy P344 - All All All

Operating System Schneider-electric Easergy P344 Firmware - All All All

Hardware Schneider-electric Easergy P345 - All All All

Operating System Schneider-electric Easergy P345 Firmware - All All All

Hardware Schneider-electric Easergy P441 - All All All

Operating System Schneider-electric Easergy P441 Firmware - All All All

Hardware Schneider-electric Easergy P442 - All All All

Operating System Schneider-electric Easergy P442 Firmware - All All All

Hardware Schneider-electric Easergy P443 - All All All

Operating System Schneider-electric Easergy P443 Firmware - All All All

Hardware Schneider-electric Easergy P444 - All All All

Operating System Schneider-electric Easergy P444 Firmware - All All All

Hardware Schneider-electric Easergy P445 - All All All

Operating System Schneider-electric Easergy P445 Firmware - All All All

Hardware Schneider-electric Easergy P446 - All All All

Operating System Schneider-electric Easergy P446 Firmware - All All All

Hardware Schneider-electric Easergy P541 - All All All

Operating System Schneider-electric Easergy P541 Firmware - All All All

Hardware Schneider-electric Easergy P542 - All All All

Operating System Schneider-electric Easergy P542 Firmware - All All All

Hardware Schneider-electric Easergy P543 - All All All

Operating System Schneider-electric Easergy P543 Firmware - All All All

Hardware Schneider-electric Easergy P544 - All All All

Operating System Schneider-electric Easergy P544 Firmware - All All All

Hardware Schneider-electric Easergy P545 - All All All

Operating System Schneider-electric Easergy P545 Firmware - All All All

Hardware Schneider-electric Easergy P546 - All All All

Operating System Schneider-electric Easergy P546 Firmware - All All All

Hardware Schneider-electric Easergy P642 - All All All

Operating System Schneider-electric Easergy P642 Firmware - All All All

Hardware Schneider-electric Easergy P643 - All All All

Operating System Schneider-electric Easergy P643 Firmware - All All All
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Hardware Schneider-electric Easergy P645 - All All All

Operating System Schneider-electric Easergy P645 Firmware - All All All

Hardware Schneider-electric Easergy P741 - All All All

Operating System Schneider-electric Easergy P741 Firmware - All All All

Hardware Schneider-electric Easergy P742 - All All All

Operating System Schneider-electric Easergy P742 Firmware - All All All

Hardware Schneider-electric Easergy P743 - All All All

Operating System Schneider-electric Easergy P743 Firmware - All All All

Hardware Schneider-electric Easergy P746 - All All All

Operating System Schneider-electric Easergy P746 Firmware - All All All

Hardware Schneider-electric Easergy P841 - All All All

Operating System Schneider-electric Easergy P841 Firmware - All All All

Hardware Schneider-electric Easergy P849 - All All All

Operating System Schneider-electric Easergy P849 Firmware - All All All

References

Reference Source Link Tags

download.schneider-electric.com/files MISC download.schneider-electric.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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