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Summary

CVE CVE-2022-22818

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-03 02:15:00 UTC

Updated 2023-11-07 03:43:00 UTC

Description The {% debug %} template tag in Django 2.2 before 2.2.27, 3.2 before 3.2.12, and 4.0 before 4.0.2 does not properly encode the current context. This may lead to XSS.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Application Djangoproject Django All All All All

Operating System Fedoraproject Fedora 35 All All All

References

Reference Source Link

[SECURITY] Fedora 35 Update: python-django-3.2.12-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Redirecting to Google Groups groups.google.com

February 2022 Django Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Redirecting to Google Groups MISC groups.google.com

Archive of security issues | Django documentation | Django MISC docs.djangoproject.com

[SECURITY] Fedora 35 Update: python-django-3.2.12-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Django security releases issued: 4.0.2, 3.2.12, and 2.2.27 | Weblog | Django CONFIRM www.djangoproject.com

Debian -- Security Information -- DSA-5254-1 python-django DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2022-22818/mitre
https://cve.report/CVE-2022-22818/nist
https://cve.report/CVE-2022-22818/cve_org
https://cve.report/CVE-2022-22818.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/B4SQG2EAF4WCI2SLRL6XRDJ3RPK3ZRDV/
https://groups.google.com/forum/#%2521forum/django-announce
https://security.netapp.com/advisory/ntap-20220221-0003/
https://groups.google.com/forum/#!forum/django-announce
https://docs.djangoproject.com/en/4.0/releases/security/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/B4SQG2EAF4WCI2SLRL6XRDJ3RPK3ZRDV/
https://www.djangoproject.com/weblog/2022/feb/01/security-releases/
https://www.debian.org/security/2022/dsa-5254
https://www.cve.org/CVERecord?id=CVE-2022-22818
https://nvd.nist.gov/vuln/detail/CVE-2022-22818


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

179049 Debian Security Update for python-django (DLA 2906-1)

181137 Debian Security Update for python-django (DSA 5254-1)

181236 Debian Security Update for python-django (DLA 3191-1)

184928 Debian Security Update for python-django (CVE-2022-22818)

198652 Ubuntu Security Notification for Django Vulnerabilities (USN-5269-1)

240566 Red Hat Update for Satellite 6.11 Release (RHSA-2022:5498)

240925 Red Hat Update for Satellite 6.12 (RHSA-2022:8506)

240972 Red Hat Update for OpenStack Platform 16.1.9 (RHSA-2022:8872)

240979 Red Hat Update for OpenStack Platform 16.2.4 (RHSA-2022:8853)

282363 Fedora Security Update for python (FEDORA-2022-e7fd530688)

502340 Alpine Linux Security Update for py3-django

960485 Rocky Linux Security Update for Satellite (RLSA-2022:8506)

960505 Rocky Linux Security Update for Satellite (RLSA-2022:5498)
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