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CVE CVE-2022-22936
State PUBLIC
Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-29 17:15:00 UTC
Updated 2023-12-21 18:47:00 UTC
Description An issue was discovered in SaltStack Salt in versions before 3002.8, 3003.4, 3004.1. Job publishes and file server replies ¢
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Risk And Classification

Problem Types: CWE-294

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Saltstack Salt All All All All
Reference Source Link Tags
github.com/saltstack/salt/releases%2C github.com

Salt Security Advisory Release — Salt Project saltproject.io

Salt Project Package Repo MISC repo.saltproject.io

Salt Security Advisory Release — Salt Project MISC saltproject.io
github.com/saltstack/salt/releases, MISC github.com

Salt: Multiple Vulnerabilities (GLSA 202310-22) — Gentoo security GENTOO security.gentoo.org

CVE Program record CVE.ORG WWW.Cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502365 Alpine Linux Security Update for salt


https://cve.report/
https://cve.report/CVE-2022-22936/mitre
https://cve.report/CVE-2022-22936/nist
https://cve.report/CVE-2022-22936/cve_org
https://cve.report/CVE-2022-22936.pdf
http://cve.report/vendor/saltstack
http://cve.report/software/saltstack/salt
https://github.com/saltstack/salt/releases%252C
https://saltproject.io/security_announcements/salt-security-advisory-release/%252C
https://repo.saltproject.io/
https://saltproject.io/security_announcements/salt-security-advisory-release/,
https://github.com/saltstack/salt/releases,
https://security.gentoo.org/glsa/202310-22
https://www.cve.org/CVERecord?id=CVE-2022-22936
https://nvd.nist.gov/vuln/detail/CVE-2022-22936
http://cve.report/qid/502365

710782 Gentoo Linux Salt Multiple Vulnerabilities (GLSA 202310-22)

751945 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2022:1060-1)

751948 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2022:1058-1)

751949 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2022:1057-1)

751953 OpenSUSE Security Update for salt (openSUSE-SU-2022:1059-1)

752018 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2022:1059-1)
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