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Summary

CVE CVE-2022-22968

State PUBLIC

Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-14 21:15:00 UTC

Updated 2022-10-19 15:15:00 UTC

Description In Spring Framework versions 5.3.0 - 5.3.18, 5.2.0 - 5.2.20, and older unsupported versions, the patterns for disallowedFields on a DataBinder are case sensitive which means a field is not effectively protected unless it is listed with both upper and lower case for the first character of the field, including upper and lower case for the first character of all nested fields within the property path.

Risk And Classification

Problem Types: CWE-178

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Cloud Secure Agent - All All All

Application Netapp Metrocluster Tiebreaker - All All All

Application Netapp Snapmanager - All All All

Application Netapp Snapmanager - All All All

Application Netapp Snap Creator Framework - All All All

Application Oracle Mysql Enterprise Monitor All All All All

Application Vmware Spring Framework All All All All

Application Vmware Spring Framework All All All All

Application Vmware Spring Framework All All All All

References

Reference Source Link Tags

CVE-2022-22968 | Security | VMware Tanzu MISC tanzu.vmware.com

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com
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CVE-2022-22968 Spring Framework Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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