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Summary

CVE CVE-2022-22971

State PUBLIC

Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-12 20:15:00 UTC

Updated 2022-10-05 16:54:00 UTC

Description In spring framework versions prior to 5.3.20+ , 5.2.22+ and old unsupported versions, application with a STOMP over WebSocket endpoint is vulnerable to a denial of service attack by an authenticated user.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Cloud Secure Agent - All All All

Application Netapp Oncommand Insight - All All All

Application Oracle Financial Services Crime And Compliance Management Studio 8.0.8.2.0 All All All

Application Oracle Financial Services Crime And Compliance Management Studio 8.0.8.3.0 All All All

Application Vmware Spring Framework All All All All

Application Vmware Spring Framework All All All All

References

Reference Source Link Tags

CVE-2022-22971 Spring Framework Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE-2022-22971 | Security | VMware Tanzu MISC tanzu.vmware.com

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

150588 Oracle WebLogic Server Multiple Vulnerabilities (CPUOCT2022)

376642 Spring Framework Denial of Service (DoS) Data Binding Vulnerability

502873 Alpine Linux Security Update for jenkins

730741 Atlassian Jira Server and Data Center Multiple Vulnerabilities (JRASERVER-74776)

87524 Oracle WebLogic Server Multiple Vulnerabilities (CPUOCT2022)
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