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Summary

CVE CVE-2022-22986

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-31 08:15:00 UTC

Updated 2022-04-08 13:23:00 UTC

Description Netcommunity OG410X and OG810X series (Netcommunity OG410Xa, OG410Xi, OG810Xa, and OG810Xi firmware Ver.2.28 and earlier) allow an attacker on the adjacent network to execute an arbitrary OS command via a specially crafted config file.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ntt-east Og410xa - All All All

Operating System Ntt-east Og410xa Firmware All All All All

Hardware Ntt-east Og410xi - All All All

Operating System Ntt-east Og410xi Firmware All All All All

Hardware Ntt-east Og810xa - All All All

Operating System Ntt-east Og810xa Firmware All All All All

Hardware Ntt-east Og810xi - All All All

Operating System Ntt-east Og810xi Firmware All All All All

References

Reference

Netcommunity OG410X810Xシリーズをご利用のお客さまへ｜お知らせ｜法人のお客さま｜ NTT東日本

JVNVU#94900322: Netcommunity OG410X and OG810X VoIP gateway/Hikari VoIP adapter for business offices vulnerable to OS command injection

【NTT西日本】「Netcommunity OG410X810Xシリーズ」をご利用のお客さまへ - 法人・企業向けICTサービス

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2022-22986/mitre
https://cve.report/CVE-2022-22986/nist
https://cve.report/CVE-2022-22986/cve_org
https://cve.report/CVE-2022-22986.pdf
http://cve.report/vendor/ntt-east
http://cve.report/software/ntt-east/og410xa
http://cve.report/vendor/ntt-east
http://cve.report/software/ntt-east/og410xa_firmware
http://cve.report/vendor/ntt-east
http://cve.report/software/ntt-east/og410xi
http://cve.report/vendor/ntt-east
http://cve.report/software/ntt-east/og410xi_firmware
http://cve.report/vendor/ntt-east
http://cve.report/software/ntt-east/og810xa
http://cve.report/vendor/ntt-east
http://cve.report/software/ntt-east/og810xa_firmware
http://cve.report/vendor/ntt-east
http://cve.report/software/ntt-east/og810xi
http://cve.report/vendor/ntt-east
http://cve.report/software/ntt-east/og810xi_firmware
https://business.ntt-east.co.jp/topics/2022/03_22.html
https://jvn.jp/en/vu/JVNVU94900322/index.html
https://www.ntt-west.co.jp/smb/kiki_info/info/220322.html
https://www.cve.org/CVERecord?id=CVE-2022-22986
https://nvd.nist.gov/vuln/detail/CVE-2022-22986


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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