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/

Source Priority

CVE-2022-22989
PUBLIC

psirt@wdc.com

CVE Program / NVD first with legacy fallback

2022-01-13 21:15:00 UTC

2023-10-12 21:15:00 UTC

My Cloud OS 5 was vulnerable to a pre-authenticated stack overflow vulnerability on the FTP service that could be exploite

Risk And Classification

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware
Hardware

Hardware

References

Operating System

Vendor

Westerndigital
Westerndigital
Westerndigital
Westerndigital
Westerndigital
Westerndigital
Westerndigital
Westerndigital
Westerndigital
Westerndigital

Westerndigital

Product

My Cloud

My Cloud DI2100
My Cloud DI4100
My Cloud Ex2100
My Cloud Ex2 Ultra
My Cloud Ex4100
My Cloud Mirror Gen 2
My Cloud Os

My Cloud Pr2100
My Cloud Pr4100

Wd Cloud

Version

Update
All
All
All
All
All
All
All
All
All
All

All

Edition Language
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Reference

CVE Program record

NVD vulnerability detail

WDC-22002 My Cloud OS 5 Firmware 5.19.117 | Western Digital

CVE.ORG

Source Link

www.westerndigital.com
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https://cve.report/CVE-2022-22989/mitre
https://cve.report/CVE-2022-22989/nist
https://cve.report/CVE-2022-22989/cve_org
https://cve.report/CVE-2022-22989.pdf
http://cve.report/vendor/westerndigital
http://cve.report/software/westerndigital/my_cloud
http://cve.report/vendor/westerndigital
http://cve.report/software/westerndigital/my_cloud_dl2100
http://cve.report/vendor/westerndigital
http://cve.report/software/westerndigital/my_cloud_dl4100
http://cve.report/vendor/westerndigital
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http://cve.report/vendor/westerndigital
http://cve.report/software/westerndigital/my_cloud_ex2_ultra
http://cve.report/vendor/westerndigital
http://cve.report/software/westerndigital/my_cloud_ex4100
http://cve.report/vendor/westerndigital
http://cve.report/software/westerndigital/my_cloud_mirror_gen_2
http://cve.report/vendor/westerndigital
http://cve.report/software/westerndigital/my_cloud_os
http://cve.report/vendor/westerndigital
http://cve.report/software/westerndigital/my_cloud_pr2100
http://cve.report/vendor/westerndigital
http://cve.report/software/westerndigital/my_cloud_pr4100
http://cve.report/vendor/westerndigital
http://cve.report/software/westerndigital/wd_cloud
https://www.westerndigital.com/support/product-security/wdc-22002-my-cloud-os5-firmware-5-19-117
https://www.cve.org/CVERecord?id=CVE-2022-22989
https://nvd.nist.gov/vuln/detail/CVE-2022-22989

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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