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Summary

CVE CVE-2022-22999

State PUBLIC

Assigner psirt@wdc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-25 19:15:00 UTC

Updated 2022-08-01 18:53:00 UTC

Description Western Digital My Cloud devices are vulnerable to a cross side scripting vulnerability that can allow a malicious user with elevated privileges access to drives being backed up to construct and inject JavaScript payloads into an authenticated user's browser. As a result, it may be possible to gain control over the authenticated session, steal data, modify settings, or redirect the user to malicious websites. The scope of impact can extend to other components.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Westerndigital My Cloud Dl2100 - All All All

Operating System Westerndigital My Cloud Dl2100 Firmware All All All All

Hardware Westerndigital My Cloud Dl4100 - All All All

Operating System Westerndigital My Cloud Dl4100 Firmware All All All All

Hardware Westerndigital My Cloud Ex2100 - All All All

Operating System Westerndigital My Cloud Ex2100 Firmware All All All All

Hardware Westerndigital My Cloud Ex2 Ultra - All All All

Operating System Westerndigital My Cloud Ex2 Ultra Firmware All All All All

Hardware Westerndigital My Cloud Ex4100 - All All All

Operating System Westerndigital My Cloud Ex4100 Firmware All All All All

Hardware Westerndigital My Cloud Mirror G2 - All All All

Operating System Westerndigital My Cloud Mirror G2 Firmware All All All All

Hardware Westerndigital My Cloud Pr2100 - All All All

Operating System Westerndigital My Cloud Pr2100 Firmware All All All All

Hardware Westerndigital My Cloud Pr4100 - All All All

Operating System Westerndigital My Cloud Pr4100 Firmware All All All All
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References

Reference Source Link Tags

WDC-22011 My Cloud Firmware Version 5.23.114 | Western Digital MISC www.westerndigital.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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