
CVE-2022-23064
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-23064

State PUBLIC

Assigner vulnerabilitylab@whitesourcesoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-02 13:15:00 UTC

Updated 2022-05-10 16:25:00 UTC

Description In Snipe-IT, versions v3.0-alpha to v5.3.7 are vulnerable to Host Header Injection. By sending a specially crafted host header in the reset password request, it is possible to send password reset links to users which once clicked lead to an attacker controlled server and thus leading to password reset token leak. This leads to account take over.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Snipeitapp Snipe-it 3.0.0 alpha1 All All

Application Snipeitapp Snipe-it 3.0.0 alpha2 All All

Application Snipeitapp Snipe-it 3.0.0 beta1 All All

Application Snipeitapp Snipe-it 3.0.0 beta2 All All

Application Snipeitapp Snipe-it 3.0.0 beta3 All All

Application Snipeitapp Snipe-it All All All All

References

Reference Source Link

Force UrlGenerator's Root URL to be the base of APP_URL unless overriden · snipe/snipe-it@0c4768f · GitHub MISC github.com

CVE-2022-23064 | WhiteSource Vulnerability Database MISC www.whitesourcesoftware.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: WhiteSource Vulnerability Research Team (WVR)
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https://cve.report/api/cve/CVE-2022-23064.json
https://cve.report/CVE-2022-23064.pdf
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https://github.com/snipe/snipe-it/commit/0c4768fd2a11ac26a61814cef23a71061bfd8bcc
https://www.whitesourcesoftware.com/vulnerability-database/CVE-2022-23064
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https://nvd.nist.gov/vuln/detail/CVE-2022-23064


There are currently no legacy QID mappings associated with this CVE.
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