=

VE-2022-2

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2022-23098
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-28 16:15:00 UTC
Updated 2023-12-21 19:26:00 UTC
Description An issue was discovered in the DNS proxy in Connman through 1.40. The TCP server reply implementation has an infinite |

/ |

1|

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 11.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Intel Connman All All All All
References |
Reference Source Link Tags
oss-security - Multiple vulnerabilities in connman's dnsproxy component MISC www.openwall.com
Debian -- Security Information -- DSA-5231-1 connman DEBIAN www.debian.org
connman/connman.git - Connection Manager MISC git.kernel.org
[SECURITY] [DLA 2915-1] connman security update MLIST lists.debian.org
ConnMan: Multiple Vulnerabilities (GLSA 202310-21) — Gentoo security GENTOO  security.gentoo.org
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2022-23098/mitre
https://cve.report/CVE-2022-23098/nist
https://cve.report/CVE-2022-23098/cve_org
https://cve.report/CVE-2022-23098.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/intel
http://cve.report/software/intel/connman
https://www.openwall.com/lists/oss-security/2022/01/25/1
https://www.debian.org/security/2022/dsa-5231
https://git.kernel.org/pub/scm/network/connman/connman.git/log/
https://lists.debian.org/debian-lts-announce/2022/02/msg00009.html
https://security.gentoo.org/glsa/202310-21
https://www.cve.org/CVERecord?id=CVE-2022-23098
https://nvd.nist.gov/vuln/detail/CVE-2022-23098

179062 Debian Security Update for connman (DLA 2915-1)

181062 Debian Security Update for connman (DSA 5231-1)

181121 Debian Security Update for connman (DLA 3144-1)

182235 Debian Security Update for connman (CVE-2022-23098)

199592 Ubuntu Security Notification for ConnMan Vulnerabilities (USN-6236-1)

502255 Alpine Linux Security Update for connman

504631 Alpine Linux Security Update for connman

710781 Gentoo Linux ConnMan Multiple Vulnerabilities (GLSA 202310-21)
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