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Summary

CVE CVE-2022-23130

State PUBLIC

Assigner Mitsubishielectric.Psirt@yd.MitsubishiElectric.co.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-21 19:15:00 UTC

Updated 2022-01-27 20:42:00 UTC

Description Buffer Over-read vulnerability in Mitsubishi Electric MC Works64 versions 4.00A (10.95.201.23) to 4.04E (10.95.210.01), ICONICS GENESIS64 versions 10.97 and prior and ICONICS Hyper Historian versions 10.97 and prior allows an attacker to cause a DoS condition in the database server by getting a legitimate user to import a configuration file containing specially crafted stored procedures into GENESIS64 or MC Works64 and execute commands against the database from GENESIS64 or MC Works64.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Iconics Genesis64 All All All All

Application Iconics Hyper Historian All All All All

Application Mitsubishielectric Mc Works64 All All All All

References

Reference Source Link Tags

JVNVU#95403720: 三菱電機製GENESIS64およびMC Works64における複数の脆弱性 MISC jvn.jp

ICONICS and Mitsubishi Electric HMI SCADA | CISA MISC us-cert.cisa.gov

www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2021-028_en.pdf MISC www.mitsubishielectric.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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