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Summary

CVE CVE-2022-23132

State PUBLIC

Assigner security@zabbix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-13 16:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description During Zabbix installation from RPM, DAC_OVERRIDE SELinux capability is in use to access PID files in [/var/run/zabbix] folder. In this case, Zabbix Proxy or Server processes can bypass file read, write and execute permissions check on the file system level

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Zabbix Zabbix 6.0.0 alpha1 All All

Application Zabbix Zabbix 6.0.0 alpha2 All All

Application Zabbix Zabbix 6.0.0 alpha3 All All

Application Zabbix Zabbix 6.0.0 alpha4 All All

Application Zabbix Zabbix 6.0.0 alpha5 All All

Application Zabbix Zabbix 6.0.0 alpha6 All All

Application Zabbix Zabbix 6.0.0 alpha7 All All

Application Zabbix Zabbix All All All All

Application Zabbix Zabbix All All All All

Application Zabbix Zabbix All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 34 Update: zabbix-5.0.19-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[ZBX-20341] Initialize server IPC after switching to zabbix user - ZABBIX SUPPORT MISC support.zabbix.com
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[SECURITY] Fedora 34 Update: zabbix-5.0.19-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: zabbix-5.0.19-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: zabbix-5.0.19-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Zabbix wants to thank Brian J. Murrell for reporting this issue to us

Legacy QID Mappings
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