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State PUBLIC
Assigner security@zabbix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-13 16:15:00 UTC
Updated 2023-11-07 03:44:00 UTC
Description An authenticated user can create a hosts group from the configuration with XSS payload, which will be available for other u
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Zabbix Zabbix 6.0.0 alphai All All

Application Zabbix Zabbix All All All All

Application Zabbix Zabbix All All All All

Reference Source Lir
[SECURITY] Fedora 34 Update: zabbix-5.0.19-1.fc34 - package-announce - Fedora Mailing-Lists list
[SECURITY] Fedora 34 Update: zabbix-5.0.19-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA list
[ZBX-20388] Stored XSS in host groups configuration window in Zabbix Frontend (CVE-2022-23133) - ZABBIX SUPPORT MISC suf
[SECURITY] Fedora 35 Update: zabbix-5.0.19-1.fc35 - package-announce - Fedora Mailing-Lists list
[SECURITY] Fedora 35 Update: zabbix-5.0.19-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA list
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
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Vendor Comments And Credit


https://cve.report/
https://cve.report/CVE-2022-23133/mitre
https://cve.report/CVE-2022-23133/nist
https://cve.report/CVE-2022-23133/cve_org
https://cve.report/CVE-2022-23133.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/6SZYHXINBKCY42ITFSNCYE7KCSF33VRA/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/6SZYHXINBKCY42ITFSNCYE7KCSF33VRA/
https://support.zabbix.com/browse/ZBX-20388
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/VB6W556GVXOKUYTASTDGL3AI7S3SJHX7/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/VB6W556GVXOKUYTASTDGL3AI7S3SJHX7/
https://www.cve.org/CVERecord?id=CVE-2022-23133
https://nvd.nist.gov/vuln/detail/CVE-2022-23133

Discovery Credit

LEGACY: Zabbix wants to thank Hazem Osama for reporting this issue to us

Legacy QID Mappings

181920 Debian Security Update for zabbix (CVE-2022-23133)

282270 Fedora Security Update for zabbix (FEDORA-2022-dfe346f53f)

282277 Fedora Security Update for zabbix (FEDORA-2022-1a667b0f90)
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