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Summary

CVE CVE-2022-23235

State PUBLIC

Assigner security-alert@netapp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-25 18:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description Active IQ Unified Manager for VMware vSphere, Linux, and Microsoft Windows versions prior to 9.10P1 are susceptible to a vulnerability which could allow an attacker to discover cluster, node and Active IQ Unified Manager specific information via AutoSupport telemetry data that is sent even when AutoSupport has been disabled.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager 9.10 - All All

Application Netapp Active Iq Unified Manager 9.10 - All All

Application Netapp Active Iq Unified Manager 9.10 - All All

References

Reference Source Link

CVE-2022-23235 Information Disclosure Vulnerability in Active IQ Unified Manager | NetApp Product Security MISC security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377594 Active IQ Unified Manager Unauthenticated Information Disclosure Vulnerability (NTAP-20220324-0001)
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