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cssanammcLrrnuasceniuan  Gertain versions of Edge Chromium from Microsoft contain the
following vulnerability:

Microsoft Edge (Chromium-based) Spoofing Vulnerability

CVE-2022-23264 has been assigned by g¥ secure@microsoft.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: ¥ Microsoft - Microsoft Edge (Chromium-based) version < 98.0.1108.50

CVSS3 Score: 4.7 - MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact
(NONE_ (NONE_

CVE References

Description Tags Link

Security Update Guide - Microsoft Security Response MISC msrc.microsoft.com/update-guide/vulnerability/CVE-
Center 2022-23264

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

376393 Microsoft Edge Based on Chromium Prior to 98.0.1108.50 Multiple Vulnerabilities
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Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Edge Chromium All All All All
cpe:2.3:a:microsoft:edge_chromium:*:*:*:*:*:*:*:*:
No vendor comments have been submitted for this CVE
Social Mentions
Source Title Posted (UTC)
@Deskmodder Microsoft Edge 98.0.1108.50 korrigiert eine Sicherheitsliicke (CVE-2022-23264) 2022-02-11
deskmodder.de/blog/2022/02/1... 10:10:21
@kawn2020 #microsoftupdate #securityupdate #Edge 2022. 2.10 Microsoft Edge (Chromium X—X) O%1)9 2022-02-11
F UDREss CVE-2022-23264 - Y 7 OY 7 k msrc.microsoft.com/update-guide/v... 13:47:50
@vigilance_en Vigil@nce #Vulnerability of Microsoft Edge Chromium: spoofing. vigilance.fr/vulnerability/... 2022-02-11
Identifiers: #CVE-2022-23264... twitter.com/i/web/status/1... 21:09:04
@attritionorg @Computerworld re: computerworld.com/article/365001... you say "Microsoft Edge posted 2022-02-12
yesterday (CVE-2022-23246)". That should be CVE-2022-23264. 16:30:33
@zubayrbhyat MS Edge update patches Mitre CVE: msrc.microsoft.com/update-guide/v... <3 2022-02-13
19:03:26
IT Risk: Microsoft.Edge (Chromium-based)ICigg514 /1) 9% L msrc.microsoft.com/update-guide  2022-02-14
@management_sun msrc.microsoft.com/update-guide/v... CVE-2022-23264 08:11:33
IT Risk: Microsoft.Vulnerability in Edge (Chrome-based) spoofing msrc.microsoft.com/update- 2022-02-14
@management_sun guide msrc.microsoft.com/update-guide/v... CVE-2022-23264 08:11:43
@SoryMohajer Microsoft Edge 98.0.1108.50 ayiol 6% ool e Jos, (CVE-2022-23264) Follow Us! 2022-02-14
ift.t/A4zgG3W. https://t.co/FAdps7ALiJ 09:00:14
@CVEreport CVE-2022-23264 : Microsoft Edge Chromium-based Spoofing Vulnerability... cve.report/CVE- 2023-06-29
2022-23264 05:05:09
@vuldb A severe vulnerability was disclosed for Microsoft Edge (CVE-2022-23264) vuldb.com/?id.232643 2023-06-29
06:19:03
New vulnerability on the NVD: CVE-2022-23264 ift.tt/0AFkyQd 2023-06-29
@JohnJasonFallow 10:17:40
@ThreatFeed CVE-2022-23264 dlvr.it/SrgbnG 2023-07-04
14:39:01
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