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Summary

CVE CVE-2022-23410

State PUBLIC

Assigner product-security@axis.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-14 22:15:00 UTC

Updated 2022-05-11 14:23:00 UTC

Description AXIS IP Utility before 4.18.0 allows for remote code execution and local privilege escalation by the means of DLL hijacking. IPUtility.exe would attempt to load DLLs from its current working directory which could allow for remote code execution if a compromised DLL would be placed in the same folder.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Axis Ip Utility All All All All

References

Reference Source Link Tags

www.axis.com/files/tech_notes/CVE-2022-23410.pdf MISC www.axis.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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