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Summary

CVE CVE-2022-23469

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-08 22:15:00 UTC

Updated 2022-12-12 18:47:00 UTC

Description Traefik is an open source HTTP reverse proxy and load balancer. Versions prior to 2.9.6 are subject to a potential vulnerability in Traefik displaying the Authorization header in its debug logs. In certain cases, if the log level is set to DEBUG, credentials provided using the Authorization header are displayed in the debug logs. Attackers must have access to a users logging system in order for credentials to be stolen. This issue has been addressed in version 2.9.6. Users are advised to upgrade. Users unable to upgrade may set the log level to `INFO`, `WARN`, or `ERROR`.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Traefik Traefik All All All All

References

Reference Source Link Tags

Remove logs of the request by ldez · Pull Request #9574 · traefik/traefik · GitHub MISC github.com

Release v2.9.6 · traefik/traefik · GitHub MISC github.com

Authorization header displayed in the debug logs · Advisory · traefik/traefik · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

503272 Alpine Linux Security Update for traefik

506264 Alpine Linux Security Update for traefik

691004 Free Berkeley Software Distribution (FreeBSD) Security Update for traefik (508da89c-78b9-11ed-854f-5404a68ad561)
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