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Summary

CVE CVE-2022-23471

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-07 23:15:00 UTC

Updated 2024-01-31 13:15:00 UTC

Description containerd is an open source container runtime. A bug was found in containerd's CRI implementation where a user can exhaust memory on the host. In the CRI stream server, a goroutine is launched to handle terminal resize events if a TTY is requested. If the user's process fails to launch due to, for example, a faulty command, the goroutine will be stuck waiting to send without a receiver, resulting in a memory leak. Kubernetes and crictl can both be configured to use containerd's CRI implementation and the stream server is used for handling container IO. This bug has been fixed in containerd 1.6.12 and 1.5.16. Users should update to these versions to resolve the issue. Users unable to upgrade should ensure that only trusted images and commands are used and that only trusted users have permissions to execute commands in running containers.

Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Containerd All All All All

References

Reference Source

containerd CRI stream server: Host memory exhaustion through Terminal resize goroutine leak · Advisory · containerd/containerd · GitHub MISC

containerd: Multiple Vulnerabilities (GLSA 202401-31) — Gentoo security

Merge pull request from GHSA-2qjp-425j-52j9 · containerd/containerd@a05d175 · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181374 Debian Security Update for containerd (CVE-2022-23471)

199074 Ubuntu Security Notification for containerd Vulnerabilities (USN-5776-1)

283560 Fedora Security Update for containerd (FEDORA-2022-7e327a20be)
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354880 Amazon Linux Security Advisory for containerd : ALAS2DOCKER-2023-023

354881 Amazon Linux Security Advisory for containerd : ALAS2NITRO-ENCLAVES-2023-023

355215 Amazon Linux Security Advisory for containerd : ALAS2023-2023-156

355315 Amazon Linux Security Advisory for containerd : ALAS2ECS-2023-002

502838 Alpine Linux Security Update for containerd

6140325 AWS Bottlerocket Security Update for containerd (GHSA-8fqf-xv5p-pmp6)

672735 EulerOS Security Update for containerd (EulerOS-SA-2023-1462)

672758 EulerOS Security Update for containerd (EulerOS-SA-2023-1437)

672813 EulerOS Security Update for docker-engine (EulerOS-SA-2023-1521)

672828 EulerOS Security Update for docker-engine (EulerOS-SA-2023-1546)

672840 EulerOS Security Update for containerd (EulerOS-SA-2023-1570)

672841 EulerOS Security Update for containerd (EulerOS-SA-2023-1580)

710846 Gentoo Linux containerd Multiple Vulnerabilities (GLSA 202401-31)

752988 SUSE Enterprise Linux Security Update for containerd (SUSE-SU-2022:4409-1)

752994 SUSE Enterprise Linux Security Update for containerd (SUSE-SU-2022:4463-1)

753864 SUSE Enterprise Linux Security Update for containerd (SUSE-SU-2023:1628-1)

904670 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-containerd (11591)

904680 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-containerd (11585)

904747 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-containerd (11591-1)

904776 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-containerd (11585-1)
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