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CVE CVE-2022-23476
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-12-08 04:15:00 UTC
Updated 2022-12-10 03:10:00 UTC

Description Nokogiri is an open source XML and HTML library for the Ruby programming language. Nokogiri *1.13.8" and "1.13.9" fail t
i

/ ]

Risk And Classification

Problem Types: CWE-476 | CWE-252

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nokogiri Nokogiri 1.13.8 All All All

Application Nokogiri Nokogiri 1.13.9 All All All

Reference Source Link
fix(cruby): XML::Reader#attribute_hash returns nil on error - sparklemotion/nokogiri@9fe0761 - GitHub MISC github.cc
Unchecked return value from xmITextReaderExpand - Advisory - sparklemotion/nokogiri - GitHub MISC github.cc
Merge pull request #2715 from sparklemotion/flavorjones-fix-reader-er... - sparklemotion/nokogiri@85410e3 - GitHub ~ MISC github.cc
CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184494 Debian Security Update for ruby-nokogiri (CVE-2022-23476)

283531 Fedora Security Update for rubygem (FEDORA-2022-acff3f54b2)


https://cve.report/
https://cve.report/CVE-2022-23476/mitre
https://cve.report/CVE-2022-23476/nist
https://cve.report/CVE-2022-23476/cve_org
https://cve.report/CVE-2022-23476.pdf
http://cve.report/vendor/nokogiri
http://cve.report/software/nokogiri/nokogiri
http://cve.report/vendor/nokogiri
http://cve.report/software/nokogiri/nokogiri
https://github.com/sparklemotion/nokogiri/commit/9fe0761c47c0d4270d1a5220cfd25de080350d50
https://github.com/sparklemotion/nokogiri/security/advisories/GHSA-qv4q-mr5r-qprj
https://github.com/sparklemotion/nokogiri/commit/85410e38410f670cbbc8c5b00d07b843caee88ce
https://www.cve.org/CVERecord?id=CVE-2022-23476
https://nvd.nist.gov/vuln/detail/CVE-2022-23476
http://cve.report/qid/184494
http://cve.report/qid/283531

283532 Fedora Security Upaate for rubygem (FEDORA-20Z22-bbc3Zocaad)

502609 Alpine Linux Security Update for ruby-nokogiri
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