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CVE CVE-2022-23484
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-09 18:15:00 UTC
Updated 2023-10-24 18:22:00 UTC
Description xrdp is an open source project which provides a graphical login to remote machines using Microsoft Remote Desktop Proto
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Application Neutrinolabs Xrdp All All All All

Reference Source Link Tag

Integer Overflow in xrdp_mm_process_rail_update_window_text - Advisory - neutrinolabs/xrdp - GitHub ~ MISC github.com

Debian -- Security Information -- DSA-5502-1 xrdp MISC www.debian.org

CVE Program record CVE.ORG www.cve.org can

NVD vulnerability detail NVD nvd.nist.gov can
L] i

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181643 Debian Security Update for xrdp (DLA 3370-1)
183874 Debian Security Update for xrdp (CVE-2022-23484)

199917 Ubuntu Security Notification for xrdp Vulnerabilities (USN-6474-1)
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283545 Fedora Security Update for xrdp (FEDORA-2022-6fe4046ae9)

283546 Fedora Security Update for xrdp (FEDORA-2022-08d2138578)

502973 Alpine Linux Security Update for xrdp

505840 Alpine Linux Security Update for xrdp

6000185 Debian Security Update for xrdp (DSA 5502-1)

691005 Free Berkeley Software Distribution (FreeBSD) Security Update for xrdp (ba94433c-7890-11ed-859e-1c61b4739ac9)
753518 SUSE Enterprise Linux Security Update for xrdp (SUSE-SU-2023:0033-1)

753524 SUSE Enterprise Linux Security Update for xrdp (SUSE-SU-2023:0012-1)

753667 SUSE Enterprise Linux Security Update for xrdp (SUSE-SU-2023:0340-1)

753672 SUSE Enterprise Linux Security Update for xrdp (SUSE-SU-2023:0374-1)
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