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Summary

CVE CVE-2022-23494

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-08 22:15:00 UTC

Updated 2022-12-12 17:48:00 UTC

Description tinymce is an open source rich text editor. A cross-site scripting (XSS) vulnerability was discovered in the alert and confirm dialogs when these dialogs were provided with malicious HTML content. This can occur in plugins that use the alert or confirm dialogs, such as in the `image` plugin, which presents these dialogs when certain errors occur. The vulnerability allowed arbitrary JavaScript execution when an alert presented in the TinyMCE UI for the current user. This vulnerability has been patched in TinyMCE 5.10.7 and TinyMCE 6.3.1 by ensuring HTML sanitization was still performed after unwrapping invalid elements. Users are advised to upgrade to either 5.10.7 or 6.3.1. Users unable to upgrade may ensure the the `images_upload_handler` returns a valid value as per the images_upload_handler documentation.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tiny Tinymce All All All All

References

Reference Source Link Tags

TinyMCE 6.3 | TinyMCE Documentation MISC www.tiny.cloud

Image and file options | TinyMCE Documentation MISC www.tiny.cloud

Merge pull request from GHSA-gg8r-xjwq-4w92 · tinymce/tinymce@6923d85 · GitHub MISC github.com

TinyMCE 5.10.7 | Docs | TinyMCE MISC www.tiny.cloud

Cross-site scripting vulnerability in TinyMCE alerts · Advisory · tinymce/tinymce · GitHub MISC github.com

Merge pull request from GHSA-gg8r-xjwq-4w92 · tinymce/tinymce@8bb2d26 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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