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CVE CVE-2022-23519
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-14 17:15:00 UTC
Updated 2024-02-01 15:59:00 UTC
Description rails-html-sanitizer is responsible for sanitizing HTML fragments in Rails applications. Prior to version 1.4.4, a possible XSS

4| A

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Application Rails Html Sanitizer Project Rails Html Sanitizer All All All All
Application Rubyonrails Rails Html Sanitizers All All All All
References |
Reference Source Link
HackerOne MISC hacker
Possible XSS vulnerability with certain configurations of rails-html-sanitizer - Advisory - rails/rails-html-sanitizer - GitHub ~ MISC github.
[SECURITY] [DLA 3566-1] ruby-rails-html-sanitizer security update MISC lists.de
CVE Program record CVE.ORG www.c
NVD vulnerability detail NVD nvd.ni¢
q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184580 Debian Security Update for ruby-rails-html-sanitizer (CVE-2022-23519)

241405 Red Hat Update for Satellite 6.13 (RHSA-2023:2097)


https://cve.report/
https://cve.report/CVE-2022-23519/mitre
https://cve.report/CVE-2022-23519/nist
https://cve.report/CVE-2022-23519/cve_org
https://cve.report/CVE-2022-23519.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/rails_html_sanitizer_project
http://cve.report/software/rails_html_sanitizer_project/rails_html_sanitizer
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails_html_sanitizers
https://hackerone.com/reports/1656627
https://github.com/rails/rails-html-sanitizer/security/advisories/GHSA-9h9g-93gc-623h
https://lists.debian.org/debian-lts-announce/2023/09/msg00012.html
https://www.cve.org/CVERecord?id=CVE-2022-23519
https://nvd.nist.gov/vuln/detail/CVE-2022-23519
http://cve.report/qid/184580
http://cve.report/qid/241405

6000139 Debian Security Update for ruby-rails-html-sanitizer (DLA 3566-1)
754914 SUSE Enterprise Linux Security Update for rubygem-rails-html-sanitizer (SUSE-SU-2023:3714-1)

960924 Rocky Linux Security Update for Satellite (RLSA-2023:2097)
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