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Summary

CVE CVE-2022-23525

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-15 19:15:00 UTC

Updated 2022-12-20 15:56:00 UTC

Description Helm is a tool for managing Charts, pre-configured Kubernetes resources. Versions prior to 3.10.3 are subject to NULL Pointer Dereference in the _repo_package. The _repo_ package contains a handler that processes the index file of a repository. For example, the Helm client adds references to chart repositories where charts are managed. The _repo_ package parses the index file of the repository and loads it into structures Go can work with. Some index files can cause array data structures to be created causing a memory violation. Applications that use the _repo_ package in the Helm SDK to parse an index file can suffer a Denial of Service when that input causes a panic that cannot be recovered from. The Helm Client will panic with an index file that causes a memory violation panic. Helm is not a long running service so the panic will not affect future uses of the Helm client. This issue has been patched in 3.10.3. SDK users can validate index files that are correctly formatted before passing them to the _repo_ functions.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Helm Helm All All All All

References

Reference Source Link Tags

Merge pull request from GHSA-53c4-hhmh-vw5q · helm/helm@638ebff · GitHub MISC github.com

Denial of service through through repository index file · Advisory · helm/helm · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

753059 SUSE Enterprise Linux Security Update for helm (SUSE-SU-2022:4606-1)

904708 Common Base Linux Mariner (CBL-Mariner) Security Update for helm (11664)

904712 Common Base Linux Mariner (CBL-Mariner) Security Update for helm (11655)

904773 Common Base Linux Mariner (CBL-Mariner) Security Update for helm (11655-1)

905214 Common Base Linux Mariner (CBL-Mariner) Security Update for helm (11664-1)
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