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Summary

CVE CVE-2022-23538

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-17 21:15:00 UTC

Updated 2023-07-14 19:34:00 UTC

Description github.com/sylabs/scs-library-client is the Go client for the Singularity Container Services (SCS) Container Library Service. When the scs-library-client is used to pull a container image, with authentication, the HTTP Authorization header sent by the client to the library service may be incorrectly leaked to an S3 backing storage provider. This occurs in a specific flow, where the library service redirects the client to a backing S3 storage server, to perform a multi-part concurrent download. Depending on site configuration, the S3 service may be provided by a third party. An attacker with access to the S3 service may be able to extract user credentials, allowing them to impersonate the user. The vulnerable multi-part concurrent download flow, with redirect to S3, is only used when communicating with a Singularity Enterprise 1.x installation, or third party server implementing this flow. Interaction with Singularity Enterprise 2.x, and Singularity Container Services (cloud.sylabs.io), does not trigger the vulnerable flow. We encourage all users to update. Users who interact with a Singularity Enterprise 1.x installation, using a 3rd party S3 storage service, are advised to revoke and recreate their authentication tokens within Singularity Enterprise. There is no workaround available at this time.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sylabs Singularity Container Services Library 1.3.2 All All All

Application Sylabs Singularity Container Services Library 1.3.3 All All All

Application Sylabs Singularity Container Services Library 1.4.0 All All All

Application Sylabs Singularity Container Services Library 1.4.1 All All All

References

Reference Source Link

fix: remove extraneous Authorization HTTP header in range request #153 · sylabs/scs-library-client@68ac4ca · GitHub MISC github.com

User credentials leaked to third-party service via HTTP redirect · Advisory · sylabs/scs-library-client · GitHub MISC github.com

fix: omit credentials for redirected URLs · sylabs/scs-library-client@eebd7ca · GitHub MISC github.com

Merge pull request from GHSA-7p8m-22h4-9pj7 · sylabs/scs-library-client@b5db2aa · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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283730 Fedora Security Update for apptainer (FEDORA-2023-01ff262091)

283731 Fedora Security Update for apptainer (FEDORA-2023-677d58bb20)

505983 Alpine Linux Security Update for apptainer
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