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Summary

CVE CVE-2022-23544

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-28 00:15:00 UTC

Updated 2023-01-05 04:52:00 UTC

Description MeterSphere is a one-stop open source continuous testing platform, covering test management, interface testing, UI testing and performance testing. Versions prior to 2.5.0 are subject to a Server-Side Request Forgery that leads to Cross-Site Scripting. A Server-Side request forgery in `IssueProxyResourceService::getMdImageByUrl` allows an attacker to access internal resources, as well as executing JavaScript code in the context of Metersphere's origin by a victim of a reflected XSS. This vulnerability has been fixed in v2.5.0. There are no known workarounds.

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Metersphere Metersphere All All All All

References

Reference Source Link

fix(测试跟踪): 缺陷平台请求转发添加白名单 · metersphere/metersphere@d0f95b5 · GitHub MISC github.com

Server-Side Request Forgery in Metersphere leads to Cross-Site Scripting · Advisory · metersphere/metersphere · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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