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Grafana is an open-source platform for monitoring and observability. Starting with the 8.1 branch and prior to versions 8.5.1
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition Language

Grafana Grafana All All All All

References

Reference Source Link Tags
[v9.3.x] SVG: Add dompurify preprocessor step (#62157) - grafana/grafana@1c8a50b - GitHub MISC github.com

[v9.2.x] SVG: Add dompurify preprocessor step (#704) - grafana/grafana@c022534 - GitHub MISC github.com

Stored XSS in ResourcePicker component - Advisory - grafana/grafana - GitHub MISC github.com

SVG: Add dompurify preprocessor step by nmarrs - Pull Request #62143 - grafana/grafana - GitHub ~ MISC github.com

SVG: Add dompurify preprocessor step (#62143) - grafana/grafana@8b574e2 - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov  canonical,

/

‘\ ||

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150644 Grafana Stored Cross-Site Scripting (XSS) Vulnerability (CVE-2022-23552)

161102 Oracle Enterprise Linux Securitv Update for arafana security and enhancement update (ELSA-2023-6420)
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https://github.com/grafana/grafana/security/advisories/GHSA-8xmm-x63g-f6xv
https://github.com/grafana/grafana/pull/62143
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242309 Red Hat Update for grafana (RHSA-2023:6420)
691055 Free Berkeley Software Distribution (FreeBSD) Security Update for grafana (ecffb881-a7a7-11ed-8d6a-6c3be5272acd)
753815 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2023:0812-1)

941404 AlmaLinux Security Update for grafana (ALSA-2023:6420)
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