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Certain versions of Tensorflow from Google contain the following
vulnerability:

Tensorflow is an Open Source Machine Learning Framework. When
decoding a tensor from protobuf, TensorFlow might do a null-
dereference if attributes of some mutable arguments to some
operations are missing from the proto. This is guarded by a `DCHECK`.
However, `DCHECK` is a no-op in production builds and an assertion

failure in debug builds. In the first case execution proceeds to the dereferencing of the null
pointer, whereas in the second case it results in a crash due to the assertion failure. The fix
will be included in TensorFlow 2.8.0. We will also cherrypick this commit on TensorFlow 2.7.1,
and TensorFlow 2.6.3, as these are also affected and still in supported range.
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CVE-2022-23570 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as MEDIUM

severity.

Affected Vendor/Software:  tensorflow - tensorflow version >= 2.7.0, < 2.7.1

Affected Vendor/Software:  tensorflow - tensorflow version >= 2.6.0, < 2.6.3

Affected Vendor/Software:  tensorflow - tensorflow version < 2.5.3
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CVE References

Description Tags Link

Prevent null dereference read in
`SpecializeType()` ·
tensorflow/tensorflow@8a513ce · GitHub

github.com

text/html

 MISC github.com/tensorflow/tensorflow/commit/8a513cec4bec15961fbfdedcaa5376522980455c

tensorflow/full_type_util.cc at
a1320ec1eac186da1d03f033109191f715b2b130
· tensorflow/tensorflow · GitHub

github.com

text/html

 MISC
github.com/tensorflow/tensorflow/blob/a1320ec1eac186da1d03f033109191f715b2b130/tensorflow/core/framework/full_type_util.cc#L104-
L106

Null-dereference when specializing tensor type ·
Advisory · tensorflow/tensorflow · GitHub

github.com

text/html

 CONFIRM github.com/tensorflow/tensorflow/security/advisories/GHSA-9p77-mmrw-69c7

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Google Tensorflow 2.7.0 All All All

Application Google Tensorflow All All All All

Application Google Tensorflow All All All All

No vendor comments have been submitted for this CVE
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