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Summary

CVE CVE-2022-23574

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-04 23:15:00 UTC

Updated 2022-02-10 15:45:00 UTC

Description Tensorflow is an Open Source Machine Learning Framework. There is a typo in TensorFlow's `SpecializeType` which results in heap OOB read/write. Due to a typo, `arg` is initialized to the `i`th mutable argument in a loop where the loop index is `j`. Hence it is possible to assign to `arg` from outside the vector of arguments. Since this is a mutable proto value, it allows both read and write to outside of bounds data. The fix will be included in TensorFlow 2.8.0. We will also cherrypick this commit on TensorFlow 2.7.1, and TensorFlow 2.6.3, as these are also affected and still in supported range.

Risk And Classification

Problem Types: CWE-125 | CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Tensorflow 2.7.0 All All All

Application Google Tensorflow All All All All

Application Google Tensorflow All All All All

References

Reference Source Link Tags

Heap OOB read/write in `SpecializeType` · Advisory · tensorflow/tensorflow · GitHub CONFIRM github.com

Fix heap OOB read/write due to incorrect indexing. · tensorflow/tensorflow@0657c83 · GitHub MISC github.com

tensorflow/full_type_util.cc at a1320ec1eac186da1d03f033109191f715b2b130 · tensorflow/tensorflow · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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